©) T X B BHIRER

SUN YAT-SEN UNIVERSITY SCHOOL OF SOFTWARE ENGINEERING

Lecture 09: ER{4EN LS

SSE316: =iTEFIA
Cloud Computing Technologies

G N7
G
chenzhb36@mail.sysu.edu.cn




1. ZIHENA
Cloud Computing Intro
1. $8ARSS 5 ERERBIARSS

él —Z_\E"Jgﬁ%* DEB%;E@ R Microservices and FaaS
oud Service an — N GITREY
Deployment Models - — 3 Yy

Ploy = TRSHAR et s

_ . Cloud Native
3. aoHmNITE
Cloud Distributed Computing 13. =1EfiE
Cloud Storage

14. ZR]SEMS AT RAM
Cloud Reliability & Availability

4. ZITEEIREHO . .
Cloud Data Center TItERAR

5 ZRAGEIREN
Cloud Data Communication

6. EMERA

15. ZRAERETH
Cloud Intelligent IT Operations

Virtualization M« SRSMAE 16. FRFAMIL

. . Resource Usage Optimization
7. AR S HE = BRORS _
Load Migration 17. GRS ZE

Cloud Privacy & Security

18. BUREAIOTIEE

Data Center Energy Save

8. REREBEFA
Lightweight Virtualization

9. MZEBMERAR

Network Virtualization

10. REEX—1])
Software-defined Everything




Today’ s topics

|~]

PLRRUETE. 1=, &%

N

&5 SHIBPRIE

B E N M43

OpenFlow tim¥

N ERTIRERZIUL

IS




/

f:‘|¢

1T EHECRYE

£y

~ 7

KB (Mainframe)

— Open Interface —

ESEE

— Open Interface —

SREMERSR

S RREH

{ Microprocessor ]

FEEAMWK, HHAEO IKEEERY, FHndzD
NIRRT A jtw‘iﬂvsr‘iLF' vV




plegredlaRE: KB 1T 17U RIER

OIT fFEI Y ES

T Mg py S, 5

gntRH SDN

ORI SH e, BEMBTEEFN. RiGHIRE
HEEUFR, REESENER RLEFm AL R T2

AR EE
]
BERG
74814
REa&. 764,

PC

18 A
W+

i
o Ko FEN=RS
L=z ri? A FEMEMEEAR. 8
< openc.ler RS, g, #iE
. =
W
X86/ARMZEH R 5528

" RF TR

X86/ARMZEH:tx B

P 28 K7 FH
SDN#Z % =8

MR &

c MEFVRESEITES,

TERE. FRNESRM?




22 B30 R PRTE



(ERMNBILH

BERBFEEHAE

Routing,
Management,
Access control
VPN, ...

\

-

g

Feature ] [ Feature

~

/

-

OS

\

Custom Hardware

J

J \

BFmE. =l EEANEEFE

/ Management Plane \

SSH, CLI, GUI, SNMP, NETCONF
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Traditional network device

Management
plane

Man-machine interface

SSH, Telnet, and others
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5 Implemented by the general-
© purpose processor (CPU)
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S Complex algorithms and
2 Control functions
© plane
© Basic software protocol
I
Underlying operating system
. Implemented by the network
Forwarding processor (NPU)
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et SDN vs. F&{4 SDN

Software SDN: separates
software as much as possible.

Network configuration management tool

Management plane interface

Value-added service software

Controller _
Basic software protocol
Underlying operating system
A few software protocols
Hardware L
device

Match Action

Network configuration management tool

Management plane interface

Controller
Value-added service software
Control plane
Underlying operating system
Hardware _
device Various software

Match Action

Hardware SDN: emphasizes O&M automation
and weakens the separation of the control plane.
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If header = p, send to port 4
If header = q, overwrite header
with r, add header s, and send

If header = ?, send to me

==
to ports 5, 6
IREE R R R R

36



OpenFlow Primitives JR1E

<Match, Action>

COMatch arbitrary bits in headers

= BEPLEC(E(RISLER

» BIHHELRALE (Flow granularity)

Header

Data

OAction
R EiRO, EF
" (FHEEESLER
» L SFELT =R

, BRI TETIER
, KB

37



I2f% OpenFlow

OOpenFlow SEUFMLEHI x86 F5SE

OB "MNET R (FlaNigHEss, L2/L33%Ha) BAtHFmz
u*ﬂm%MTLEmfm&

DL:%'J”E*EI&X R ]

5 Open Flow R VEHRISEEE— %k, UKRSEN
ek BIERERBINE

- ERIIREEE—ESIRR, BT ERRTRIESRE

OOpenFlow EFLIKMAHa, EERERRE, FE—MINE
RV O RInFOMIFR RS E

38



Open Networking Foundation (ONF)
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Collaboratively transforming
network infrastructure by leveraging:

@ Open Source Cloud-Native and 42 Disaggregation and
Software SDN Technologies £=)  White Box Hardware

https://opennetworking.org/
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Scope of OpenFlow Switch Speaﬁcabon
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OpenFlow 1&=HlE8
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OpenFlow Linux OpenFlow Stanford/ not designed for extensibility
Reference License Nicira
OX Python, Linux GPL Nicira actively developed
C++

Beacon Java Win, Mac, GPL (core), David runtime modular, web Ul
Linux, FOSS Licenses Erickson framework, regression test
Android for your code (Stanford) framework

Maestro Java Win, Mac, LGPL Zheng Cai
Linux (Rice)

Trema Ruby, C  Linux GPL NEC includes emulator, regression test

framework
RouteFlow ? Linux Apache CPqD (Brazil)  virtual IP routing as a service
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EQE1DILJ ;Eigg J ’

Duwi@:'ﬁlj HER Y RREFIMEERNRIZES
AN (Rule) zmE (Action) #it (Stats)

Flow 1. ! Rule . -
; Action Statistics
| (exact & wildcard) || |
| r Rule r <
Flow 2. . -
. A n
| (exact & wildcard) || ctio Statistics
| r Rule r 4
Flow 3. _ o
. A n
| (exact & wildcard) J| ctio Statistics |

Rule
Flow N. : .
w [(exact & wildcard) ][ Default Action ][ Statistics ]
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CO#AN (Rule): XimEfd 7o RAIRME
v ICECFEREIFEIR IP ik, B¥R IP ik, B, isO55%F
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OFME (Action): EX—BILECHIN, SR EZHERHNES
v R R RNT ER i ]
v 1'*&*&?&@5’]%% ER (ANPEE RS ELVLANSFRES)
FEEE
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OpenFlow MY (Version 1.0)

Rule Action Stats
Packet + byte counters
1. Forward packet to port(s)
2. Encapsulate and forward to controller
3. Drop packet
4. Send to normal processing pipeline
Switch | MAC | MAC | Eth [VLAN | IP IP IP TCP [ TCP
Port src dst type |ID Src Dst Prot | sport | dport

+ mask what fields to match
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OpenFlow ;FZFEHIF

Switching
witch MAC [MAC [Eth LAN (IP IP IP TCP TCP .
Action
Port rc dst ype |[ID Src Dst Prot [sport [dport
* *  00:1f.. * * * * * * * porté
Flow Switching
witch MAC |[MAC [Eth  ftan P Jp P frce  frep .
Action
Port rc dst ype |[ID rc Dst Prot [sport [dport
port3 00:2e.. 00:1f.. 0800 vlanl 1.234 5.6.78 4 17264 80 porté
Firewall
witch MAC [MAC [Eth LAN |IP P IP TCP TCP
Forward
Port rc dst ype (D Src Dst Prot [sport [dport

* * * * * * * * * 22 drop



OpenFlow ;FZFEHIF

Routing
Switch MAC |MAC [Eth LAN |(IP IP IP TCP  [TCP Action
Port rc dst ype (D Src Dst Prot [sport [dport
* ** * * * 5.6.7.8 * * * port6
VLAN
Switch MAC |MAC [Eth LAN |(IP IP IP TCP  [TCP Action
Port rc dst ype (D Src Dst Prot [sport [dport
porte6,
* * % * vlanl * * * * * port7/,
port9
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OOpenFlow v1.0 {SEFABR N RZERICECETEE
vILIREE, (BEENSERKUE®REZ:, RRTEHEHIAKX
vViZHNEENEIEEIIEM, FEXEGHRER T ESAIEK

OOpenFlow v1.1 RESIRASIFZ RimFEFIEENE
» 29 LSRR TE 2RI E
 AILURDBENRRIKE, NMiREFEEHE

Data packet +
Inbound
Receive  Inbound in?erf:ce + Data Qutbound Forward
a packet interface |raple| pMetadats |Table Table| Packet | gvacute the | interface  the packet
" 0 g n : action set >
Action set Action set Action
=0 ={}+ =
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SRR K E A IE

PaCket+ E-----------------:
Metadata Table Packet: Execute :
g 1 R Action 3
Action Action:
Set (VLAN) : Set
OpenFlow Switch
MAC IP TCP/UDP
Header Header Header
[ : \| A ’ )

Dst | Src : ©Src ¢ Dst | S Dst :

Addr | Addr | TYPe . Proto : - Addr | Addr Port | Port .. Payload ...
Type ECH SVLANID

Y

Optional 802.1Q

VLAN Tag
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=g (Flow Table Delivery)
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OpenFlow 5]+

Host 2

10.0.0.2

SDN
Controller

SDN Switch 2

2

|

=

\

Match rule Action
IP Src IP Dst Protocol
* 10.0.0.1 * Out: 1
* 10.0.0.2 * Out: 2
SDN Switch 1

Host 1
10.0.0.1
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OpenFlow 5]+

SDN
Controller

SDN Switch 2
TCP 5
? Src: 10.0.0.100 }
Dst: 10.0.0.2 1
3 1

/ Match rule Action \
IP Src IP Dst Protocol Host 1
* * . OS
o 10.0.0.1
10.0.0.2 Out: 2
Host 2 K /
10.0.0.2 SDN Switch 1 54



OpenFlow 5]+

SDN
Controller

SDN Switch 2
TCP 5
? Src: 10.0.0.100 }
Dst: 10.0.0.2 1
3 1

/ Match rule Action \
IP Src IP Dst Protocol Host 1
* * . OS
o 10.0.0.1
10.0.0.2 Out: 2
Host 2 K /
10.0.0.2 SDN Switch 1 55



OpenFlow 5]+

SDN
Controller SDN Switch 2
TCP
3 :

Src: 10.0.0.100 2 }
/ Match rule Action \

Dst: 10.0.0.2

IP Src IP Dst Protocol
* 10.0.0.1 * Out: 1 Host 1
2 T Twoozl = | ows 10.0.0.1
* * TCP Out: 4

Host 2 K /

10.0.0.2 SDN Switch 1 56



OpenFlow 5]+

SDN
Controller SDN Switch 2
TCP
3 : 1

Src: 10.0.0.100 2 }
/ Match rule Action Priority \

Dst: 10.0.0.2

IP Src IP Dst Protocol
* 10.0.0.1 * Out: 1 2 Host 1
2 T Twooal * T owa | 5 10.0.0.1
* * TCP Out: 4 1

Host 2 K /

10.0.0.2 SDN Switch 1 57
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SDN
Controller SDN Switch 2

TCP 5
Src: 10.0.0.100
Dst: 10.0.0.2 1
3 1
/ Match rule Action Priority | Hard TO\
IP Src IP Dst Protocol Host 1
OS
* 10.0.0.1 * Out: 1 2 20s
2 * 10.0.0.2 * Out: 2 2 20s 10.0.0-1
* * TCP Out: 4 1 Os

Host 2 K /
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SDN
Controller SDN Switch 2

TCP 5 }
Src: 10.0.0.100
Dst: 10.0.0.2 1
1 \‘
Match rule Action | Priority | Hard TO | Idle TO \
IP Src IP Dst Protocol
* 10.0.0.1 * Out: 1 2 20s 5s
2 * 10.0.0.2 * Out: 2 2 20s 5s
* * TCP Out: 4 1 Os Os
Host 2 K /
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SDN
Controller SDN Switch 2
UDP

Src: 10.0.0.100 2 }
Dst: 10.0.0.3 1
N 1 @

Match rule Action | Priority | Hard TO | Idle TO
IP Src IP Dst Protocol
* 10.0.0.1 * Out: 1 2 20s 5s
2 * 10.0.0.2 * Out: 2 2 20s 5s
* * TCP Out: 4 1 Os Os

Host 2 K /
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SDN
Controller SDN Switch 2
UDP
Src: 10.0.0.100 /Sent to the controller
\ Dst: 10.0.0. 3/acket in event /
3
/ Match rule Action | Priority | Hard TO | Idle TO \
IP Src IP Dst Protocol
* 10.0.0.1 * Out: 1 2 20s 5s
2 * 10.0.0.2 * Out: 2 2 20s 5s
* * TCP Out: 4 1 Os Os
* * UDP To ctrl

Host 2 K /
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SDN
Controller SDN Switch 2

UDP 5 }
Src: 10.0.0.100 eply with
Dst: 10.0.0.3 \a new ruIe 1
2\
/ Match rule Action | Priority | Hard TO | Idle TO \
IP Src IP Dst Protocol
* 10.0.0.1 * Out: 1 2 20s 5s
2 * 10.0.0.2 * Out: 2 2 20s 5s
* * TCP Out: 4 1 Os Os
* * UDP To ctrl
Host 2 K /
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