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SaaS R HRIRRSE Gmail, Office 365, §T4T

PaaS ERIIRSS App Engine, [ =EHITE

laaS HiSHERPIRE  AWS EC2, fEEZ= ECS, Azure VM

=X EMEIEAR (Virtualization)




L E2EHL? (Virtualization)

E#Mt (Virtualization)
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BEHIL? (Virtualization)

Oracle VirtualBox Manager

* 4 an

New  Open Preferences Import  Export

Get started with VirtualBox

Refer to the or press §7? for help.

Visit to download test builds, access the source code, and more.

Welcome to UTM
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Create a New
Ve Vi Browse UTM Gallery

® O

User Guide Support
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ORI :/\EMYEI’\JWU?

OF—MESS"$JED Hello World", £ _}:ITRDE_QQEU IR

Application Programming Interface

EE / 3 G BER
flF: CiESHY printf

printf("Hello\n");

{REA printf(), REERE
HATNSE
7f_ ﬁ'ﬁgﬂ]]_
o FRIE ARG
MSYASE | es
- B2 N EERSR

DISLELE -
xS AP, Ef?ft/?'AP/

| AHREX—EERME

Application Binary Interface

BERs O NBEER
BlF: printf BEBREMA write &
i

mov eax, 4

mov ebx, 1
int 0x80

;4 = sys write
; stdout
; iR R GeE R

RIS printf BHEAIXEER

LR

ABI FIET :
- KFEERASHEAN 78
- FAERSLIE< A (int 0x80)
o T iH#I#&= (ELF / PE)

TPSCELE -
Windows HY .exe 7F Linux _FAF T
—— &9 ABI ~fE]

"~ Wine £ X—E"BliF"

Instruction Set Architecture

i G R
BIF: CPU HUTHIHLEEIES

B8 04 00 00 00 ; mov eax, 4
BB 01 00 00 00 ; mov ebx, 1

CD 80 - int Ox80

CPU BT IS5
ISA EEX T :
- BIFFLEIES (mov/add/int)
« BIBLLEFRS (eax/ebx)
- BRIESHI_IATIZRS

DISLZELE -
x86 / ARM / RISC-V 15SEGT#
2y
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OISA (Instruction Set Architecture) I5$ELZRMEE

= SE(HFOER Ijﬂfﬂ%l:l CPU i&EiT ISA &iREr{t" Feae T
e D SRR o Tkt 8

= BN SRR ST
. *Q iRy RiF
Applications
« T 17En

1508 o

. e Libraries
5

» FEZEH CPU UIE<SEARRH RIERSR
« X86 Operating Systems

 ARM

fiE{H
* RISC-V Hardware
« MIPS
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ISA JEIEMR: CPU [ 1B
QLL: 15A RIS AKANES

o x86 IESEE > WL "EhEiE"

o KEPpDEICARBN., &, RS0 R XTMES

Intel, AMD BY CPU ZRjEF x86 <}k
o ARM FESEE - IFLL "FEiE"
- {R J\E’Jﬂ% %)i Apple M ZFIEHEB " IXFMES

- INEE(R, EEBoRE

o RISC-VIES ;.'% -> UFEL "iEE"
TR GESEE, SR LA ZRFERFNIEK
D?Efi.lﬂ]nﬂ P ABRAEEIEF App BEIEZIEBIN _LiE1T?

o lﬁﬂ% App =F ARM "ES" BRY, HiX cPU RIEx86 "ES"!

XIBERSREBEENA—FREZXYH, BFAE!
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EMERFFRIEOERXR

OREF ISA (B KERDIESE)
- REWMARSER

« AFSHIRGSERIIRR -
- BHIEH. BIECEH. YRER Applications
= mov X0, sp

. FE
add x0, x0, #1 Libraries

OXF% ISA (LI NEPDIESE) IZER S
» REWIRSIRERS Operating Systems |

. SRR ¥ ¥
RS PORFETE. R | memisA , B sy
= msr vbar ell, x0
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FAF ISA vs &%t ISA: &THILLE

DBR—RET:
o AR 1sA = IRERILAMAYEE: BXRA, =3¢, IZiR, XL
» cPUTh: IIRSRER. HEBKN, ESEENE
« T mov 0, sp (EEHEM—METBEIE—METT)
s (HERFHALERLES, AR

o B4 ISA = AT AEEMAYE . HHEERE. IBMERSIH. EEBEVEE
= CPU A BIEAEFERE. =60, BIEE RS
= 7~ f5]: msrvbar_ell, x0 (IREFEMAER, 1TH CPUITA)
» QEBRERFERZ (Ring0) AEET, SEERATSIRE!

QAT ZXHST?
- WRLPREREERESS > BATRGRM. XK= Mk
- MBLEBEFHUTRSIA > TREEKREFIT. REENRR

OiX B2 EMCAINZIOHEE . Guest 0S TEEHITRS I1SA, (HEATE
Ring 0!
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OABI (Application Binary Interface) W —#HH4
i 1’E§Z§*ﬂﬁ" [ R ZIET_IEI’JEEI HIE 7 i

ZEH (RAEERA.
@4%F ISA FNR SR

" EXT
» EURSEAIRIAR/INFINTST
* BREUERNZIE
+ RGEMRIS ARSI

zapm FBERF zsmmm

Operating Systems
|
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HEHEIE)
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Applications
=
Libraries
|
\ * V

\/
=i ISA | T

Hardware

\
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AB| 1BRIEAR: T2REY "1PRR"

Q2ELL: ABI FAE— NEIZRBVITEREEE
o FEFE 220V / ABYFHEE
o SEEF 120V / BEUFHEE
o ANNEBEE (FBFF) , =ARER (BFR%) TEEEL (BEHMmiE)

Q4TERRY ABI AFES
o [EFE= x86 CPU, F{+Z4 Windows H .exe £ Linux _EHIAT?
o A3 ABI A~[F]!
= Windows ABl: ZRZEFH int 0x2e 8Y syscall, S/HHETE PE (.exe)
» Linux ABl: EZEJEARH int 0x80 8, syscall, S/4FET2 ELF
» UGBS REBARNUEEA—F

QWine BE ZiL Linux i Windows i2FHI?
o B1E ABl Btk "BliE": 1 Windows RETIEFREERL Linux R4EFE
o XFL2—Fh ABlI ERIEIML!

O/Z/#E, Android 2S5 HETE ABI/EHENE, 1L ARMET App FI7E x86 _
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EMERFFRIEOERXR

OAPI (Application Programming Interface) &
» APSESRSIREGIEFRAVEO, TEROREEEIAET

. FFILRRE Y. [ KiF3
E}'%EEZE1’—T-ZI@‘1&?‘}E1§5FD§EL App“cations
. B EERETANER ISA =
. TR R R A Lbraries |
— T

znRm REFRSzaRm

Operating Systems
|

¥ v

2% ISA et HPR ISA
Hardware
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APl 1 B{A1ERE . ARG EElZRIZE=E

Q2EEL: API BLIRETAIEE
o {RRAFTE "S—nEIOMETR" > FIME{REFin 3
o AFAEENE: HTJINBE. 7 0. T Lo

Q4RTERAEY AP tE—FE:
oprintf ("Hello World") - EEELHHNEF
o (FAFENE: FAmiS. EFi. = EASH
o requests.get ("https://api.weather.com")- IRENKSEIE
o (FAFEEME: TCP =IXEF. DNS @M. HTTP RSB0

R XERMERRY API:
o E/IVERFRRMIESIT APl > FRE I T RS
o App FFEEEHE APl > FHBECEHIES |2
o OpenAl API — IS GPT1RE, FAIECII4K

OS5 ERMERIXER: &85 (Docker) FAZTE API ERIMEEIIL
o HEF—> 0s W%, RIBENMHRST. MEF APIERIR
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EMERFFRIEOERXR

Z k=

mE4=
ﬁtM

AR

Instruction Set

Architecture (ISA): 7 & 8

Application Binary

Interface (ABI): 3 & 7

Application
Programming

Interface (API): 2 & 7

Rt 7y ARBHRAT

NG,

Application Programs

- ©
o o

0OS

. Memo
Drivers vy

Manager

Scheduler

Libraries

Execution Hardware

‘ Memory Translation

System Interconnect (bus)

o

Controllers

4@7

I/O Devices &
Networking

© 0
_@7

Main Memory

Controllers

=E7 XS e

Software

ISA

Hardware
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wpmETn, 28 O (Interface) xE

Hello World @

S S AP (RIFBGISIEO):
ABI (2R it $liE0]):
Windows @
Rl SA (5oL

1. o
i il
%I ]

3

Libraries

RIFd

Applications

RMERR
Operating Systems
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Hardware
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| ISA EEHIL QEMU (fE#IARM on x86)

RINEERHESE
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| piigh =2 25 P Wine (fELinux Eizf7WindowstgRr)
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OSEHMCRECER GRS RERS &= (KREEFESERVMMTTh)

d

Fi aJfzE

RzFd
3
BMERSR
B

Poppek and Goldberg. Formal Requirements for Virtualizable Third Generation Architecture. 1974

—>

L TR SRR =2 — B

iv]=2 iv]z:
FE FE
IBMERSR IBMERR
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RSB RSE 5

AN HEEREEIEITING EIMEEMTEINRS

BB : BRI

e JVM (Java Virtual Machine) « VMware ESXi / Workstation
.NET CLR « KVM + QEMU
Python f#%%ss « VirtualBox
Wine (fELinux_Eizf7.exe) « Hyper-V

TR REIMCA AR TR REUAERREE

5E. RER o[iz{TREAERY OS

FPERELRXKTIRFELN (System VM)
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ElmEss VMM

OSIA—PFRVRER, EliniEss (BElRE, "ENE
OEMEMIEEREN "B AR

7r
s
N

.
Guest 0S
Operating System A new OB

layer of |

Physical Host Hardware

7>

software...

Processors  Memory

Physical Host Hardware
< HE O

Without VMs: Single OS owns With VMs: Multiple OSes
all hardware resources share hardware resources




Hypervisor (FEHLEIESE VMM)

Hypervisor = Virtual Machine Monitor (VMM)
fERtlE. SEMNAEREMU, REMLR "XEx

Hypervisor Bt /CBRES

- CPURAE: REW VM et {E A2 CPU
« NEEHE: HPsD VM IRERETFIEE

- /O B8 SEEILSSSYIIRIZSEROIRET

o LTERE: WBR VM ZBEATH

&L Hypervisor FLR2\ BIEHI W EFEL ]
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Type-1 & VMM

BTz £, =

" SR ERFNAR

RN m iz asRy T

BRI

= SCHUAE. AFEE. IXEIRYTIRE

" EREHRRRUIN

7 N\

Oten

Server

vmware

vSphere 7

Microsoft

m Ryper-V

BN B2

Type-1 E#IH iiEEs

fEfH

EHEEIN

g (Xen)
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Type-2 & VMM
s (KIETETURER SR, BEIREFRAREEIERIR

= VMM LUHFE/ P\]VTEJJ%EI’J JRNBIT

» S OS XEfnIlhge: XFRF. LIEAE. NFEE

= MEEEIRIAERTRIK

% BT B2
T 2 ENi5i=ES
V'ngMU ,K\,M;f R

VMware Fusion

EH EHIRERS

Parallel Desktop T L

% 2 VirtualBox




<

£ Hypervisor F=Fa—%

—@mm

VMware ESXi  Type 1 el EEEL heeRE, SSHE
_ Linux R#Zi&ER, Fii
* = NIDAN
KVM Type 1 = =5 (OpenStack) RS2
Xen Type1l £ AWS EHf, Citrix R TTIK
- Windows T~
Hyper-V Type 1 IZZI_ Server/Azure 1W&¢A$ILJ I7kr_7l<}3jz
VirtualBox Type2 £ MAF &/ REEYe, LFEHR
VMware — npe2 & SRR ThEGEASEE 2

Workstation
*KVM EBIEA Linux Nz ET, (BEEEES CPU EI, |BF Type 1 58/
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KVM ZJEE Type 1 X2 Type 2?

AXE— 1 EHNFAFY, @miihEE!

QKIS Type 2 BIIEHR:
o KVM & Linux R#ZE—1MER, Linux BEE Host OS X324
HyperV|sor

o AFPFEER Linux E%_EiEah KVM

Q3ChR L= Type 1 BUIEHA:
o KVM {EARZIRRERZER VT-x/AMD-V fE{4s755
o VM #4703, CPU N Guest i 2D, KVM EHiZES18m4

o Linux R#ZAB2ERY, 1 Hypervisor l9—&(%

WREFEMWS: KVM £ Type 1 (Bare-metal) Hypervisor
EERER RAEL": Linux + KVM H®EEHK T Hypervisor 2
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QeI SEIRREHAL?

ORR ISA Y
- BFRABEHEBX SR, SN NAETER— CPU
= MOV, ADD, SUB

OF% ISA EiME (KRBEE! )
= R ISA SEMEBENRG, M nE AR EZ i
SUSE Ry e

DS Yaws _ R _ B
= IHIEHA/ YRR

o "L IRERS RIERSR

" S .9|‘12 EHISA  HEAISA RFISA  HEAISA

B isiEEE
=45ISA Virtual Machine Monitor FMISA

JRAANETRT R — 1B RS,
=S MR ERFEAEH L B
AT RNSIERGERL
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QNMEIRHER ST ISA?

OCPU £

HRESHITRSE ISA B, E2TE (Trap) 2IRZAE0E

OTEREES, BERG S S AR B = 2 hO s
LIRS, B ]

ME

Rl N

 MITERGER CHR(E/MEIBE/HF2EH): sve (supervisor call)

" IBHARE, WERLIE,

TR

" SMRFETER, R, BR

system call/page
fault/enter on interrupt

exit back to user program

do protected stuff

user process
user mode
user process executing — calls system call return from system call | | (Mode bit=1)
\ 7/
! 7
: 7
kernel trap return
o mode bit = 0 mode bit = 1
kernel mode
execute system call (mode bit = 0)
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OFPE - 18l (Trap-and-Emulate)
= Step 1: fIEFTB AR ISA T
= Step 2: 1&EHAHIE

- EfALEER.

= Step 3: [EIRIEMINBEEEHRIT

245 ISA

FEFAN i RS

SERRAI TS E
YR 7ERk

|

RN

E RS

() BTz

2L/ 0%

Fdes

SHIRER, SCIRS ISA =ML
ERTE. EINIRE

RO

44



B — B=HIEE

ARIREATURIE<S

MOV EAX -> EBX —~ KIS TRIAR] (2) cama 1o s 0L
weemece ” () g g~ N AR 1R

e Load user-visible registers
LOAD CR3 <- EAX into software CPU
more Emulate one instruction
user-mode Restore user-visible registers
instructions...  return to normal [ 9 ]

from software CPU

 / execution
@44’ EERN0EE CPU E, 4’*
EJ& )leJ\E’J_F_ j:

EAX (Extended Accumulator Register): x86ZEtgrbgy— 32(UEFes, BTFEE=E
EBX (Extended Base Register): x86ZBHhHI— 1 32(E1Fes, F/EENSESE, HiTHRESIE 45
CR3 (Control Register 3): x86Z2fg+ AT & BRAVIEIbIE, FIFPSERAR A



X MIERTAlRR?

fHIE

IR S HALIEE N T LIRS
HARMENRESEZIMIIESIIS T

IRIES

BURRIES

Privileged instructions Sensitive instructions

EAPSHIITIHHSMA NEIYE  EERFEVIERREEENCPU

S, DEEMMATHRIESH WSS EERHSEE.
RSP HUTIOES. EEHENTE. /052,

____________________________________________________

| MFERESESHRNHES, EIHSNEHR

TRIEBS R ETERT, A AENMEER

_____________________________________________________
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Conditions for ISA Virtualizability
TINFIES

privileged mstructlon

- e
{ v =9

o @

 BIRES

B] EEHMCRIZR IFIE< Al EMERYERS
(40 RISC 2243) user instruction (41 ARM, x86 %213)




VERSATILE
PLATFORMS
FOR SYSTEMS
AND
PROCESSES
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JAMES E. SMITH ¢ RAVI NAIR

VIRTUAL

COVER FEATURE

James E.
Smith

University of

iscoasin-Madison

Ravi Nair
IBM T). Watson
Rescarch Center

The Architecture of |
Virtual Machines K=

i

A virtual can ora system
on the level where occurs. Some VMs
support flexible usage and while others

'g
translate from one instruction set to another.

irtualization has become an important
tool in computer system design, and vir
tual machines are used in a number of
subdisciplines ranging from operating
systems to programming languages to
processor architectures. By frecing developers and
users from traditional interface and resource con-
straints, VMs enhance software interoperability,
system impregnability, and platform versatility.
Because VMs are the product of diverse groups
with different goals, however, there has been rela
tively lide unification of VM concepts.
Consequently, it is useful to take a step back, con-
sider the variety of VM architectures, and describe
them in a unified way, putting both the notion of
virtualization and the types of VMs in perspective.

ABSTRACTION AND VIRTUALIZATION
Despite their incredible complexity, computer sys-
tems exist and continue to evolve because they are
designed as hierarchies with well-defined interfaces
vels of abstraction. Using well-
defined interfaces facilitates independent subsystem
development by both hardware and software design
teams. The simplifying abstractions hide lower-level
implementation details, thereby reducing the com

plexity of the design process.

Figure 1a shows an example of abstraction
applied to disk storage. The operating system
abstracts hard-disk addressing details—for exam-
ple, that it is comprised of sectors and tracks—so
that the disk appears to application software as a
set of variable-sized files. Application

A computer's instruction set architecture (ISA)
y exemplifies the advantages of well-defined
interfaces. Well-defined interfaces permit develop-
ment of interacting computer subsystems not only
in different organizations but also at different times,
sometimes years apart. For example, Intel and
AMD designers develop microprocessors that
implement the Intel IA-32 (x86) instruction set,
while Microsoft developers write software that is
compiled to the same instruction set. Because both
groups satisfy the ISA specification, the software
can be expected to execute correctly on any PC built
with an [A-32 mic
Unfortunately, wel
their limitations. Subsystems and components
designed to specifications for one interface will not
work with those designed for another. For exam
ple, application programs, when distributed as com
piled binaries, are tied to a specific ISA and depend
ona specific operating system interface. This lack of
interoperability can be confining, especially in a
world of networked computers where it is advan
tageous to move software as freely as data.
tion provides a way of getting around
such constraints. Virtualizing a system or compo-
nent—such as a processor, memory, or an VO
aps its iner
face and visible resources onto the interface and

processor.
defined interfaces also have

device—at a given abstraction level

resources of an underlying, possibly different, re
system. Consequently, the real system appears as
different virtual system or even as multiple virtual
systems.

Unlike abstraction, does not nec

can then create, write, and read files without know
ing the hard disk's construction and physical orga
nization

!
essarily aim to simplify or hide details. For example,
in Figure 1b, virtualization transforms a single large
disk into two smaller virtual disks, each of which

aty 0918-9162705320.00 © 2008 ke
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x86 HIFEIE

ZOEREE: x86 B8 17 F"SUREIFSI 18

XEESSTMAEFNS (BU) , BERPSHITIIASMA Trap (JFEN)
VMM Z2AHIE Guest 1T 7 XERES — EHMGIEXHEIRIA!

HBNEEES:
SGDT / SIDT — ZE e B/hhriaArr =ittt
Guest 1EZI892 Host BUEISCHBHE, TAEEHUE

POPF — s8Hir& & 7as
ERPSHEZIRERMINIER, K Trap

PUSHF — FENIFE257788
REELAIENRG, Guest ATEEAIIESAE Ring 0

SHIER:

Guest OS AIBERRIRTIT HRE

VMM FEiEse ezl AL

x86 AifE Popek-Goldberg EIE

— FRLARZEH AR ¢!
J‘%;}MEET POFAERY CPU EHMERR

49



REfLLR I

OARM tBAZ A EEH AU SR
CO0Change Process State (Interrupt Disable, Interrupt Enable)

CPSID CPSIE

53 B BB TR Al

ORZSHRAT: PSTATE(A, |, F} BTLA#K CPS 181204
= PSTATE 2 ARM ZEfRIRE NS S Fan
= A (Asynchronous Abort Mask) : B RERF#RiL
= | (IRQ Mask) : =hRfiERE#RL
» F (FIQ Mask) : RiEAEHERERAL

ORFPESHAT: CPS #={E NOP 18, Ar=E(HaHER
ORF LA REIES

https://developer.arm.com/documentation/dui0489/i/Cihfdbhd
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CPU EFMLIZILERA




CPU ML PUf

+ EFNES

— S Ml 32 \je '
T an [ =L
MRS Binary Paravirtualizat RfHARED
Interpretation d . HW-Assisted
Translation ion
BREMFERAT HISEIREURMES IE% Guest OS CPURAESF
FRIESEE REPDIE<SEEN = - VMX root/non-
VMM T A Hypercall&ik root
SISERER BT RIS S YaE
QEMU VMware Xen KVM + VT-x
(FBERHARINL) (5RHR) (5RHR) VMware + VT-x
MERERRE T > JSFER
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MR T

(Interpretation)

REREHRENEMAEAT
VMM ZZEEUH Guest BUEFRIES, DITHESSEIMIRIEEL, A
Rt AT
Source Memory State Source Context Block
Program Counter
Code
Condition Codes
Reg O
Data Req muwa rf;;za%
!
Stack Interpreter

An interpreter manages the complete architected state
of a machine implementing the source ISA >4



EEEHT (Interpretation)

RRSEERIEFNELLEI

VMM ;ZRENE Guest RIGSRIES, DITHESEIRIRIEE, 2
JEIEIIAAT
THFifitz:

1. B35 (Fetch) : M Guest BFHENH—RIES

2. 765 (Decode) : et FHizss. BAFE

3. &4 (Emulate) : £ VMM FBIREEILZIESRIHE
4. 5@ (Writeback) : E#T Guest BIEIIEFF=2fR=F

£F: QEMU (FBH KVM )

R AMKEN B, ATLURIMERSZRH (7 x86 £ ARM/MIPS)
R FEEREHITIE 100-1000 3!
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— \ L A

T HEIERE (Binary Translation)

VMware By "Bix": AE Guest OS, {BEEZRIETT
91 Guest (UREtR, SERESINSBRIES T ENFEIL

fESA
=4
= ’
_
’tl *EE '% addl  %edx, 4(%eax) —
r - . movl 4(%eax),%edx
I add  %eax,4
S/
! T
L
I - rl points to IA-32 register context block
I r2 points to IA-32 memory image
r3 contains IA-32 ISA PC value
A
z I \ Twz r4,0(rl) ;load %eax from register block
1* I addi r5,r4,4 ;add 4 to %eax
Twzx r5,v2,1S ;load operand from memory
| Twz r4,12(rl) ;load %edx from register block
T‘-‘ add rS,r4,r5 ;perform add
I R stw r5,12(rl) ;put result into %edx
addi F3,r3,3 ;update PC (3 bytes)
- l \
- Twz r4,0(rl) ;Toad %eax from register block
L ‘ addi rs,r4,4 ;add 4 to %eax
Twz r4,12(rl) ;load %edx from register block
‘ c Stwx rd4,r2,rs ;store %edx value into memory
‘ ——1:' | %z QE addi r3,r3,3 ;update PC (3 bytes)
\ L —— D\~ Twz r4,0(rl) ;load %eax from register block
addi r4,r4,4 ;add immediate
4 stw r4,0(rl) ;place result back into %eax
addi r3,r3,3 ;update PC (3 bytes)



“#HEIERE (Binary Translation)

VMware f "Bix": AMEX Guest OS, {BEEEZ2I1E1T
358 Guest {UABIR, ISEMEFRISRIES hTERIFRD.

[RIE:

1. VMM #2& Guest OS I n

2. BB ok EALR (Basic Block)

3. #BIBRMES (0 SGDT) — Ei L e VMM 1EH

4. BEENRBPEEFRER, T/ XEEE (Translation Cache)

i ANEE(ZH Guest OS, 2FF Windows FHFRAES
e EEEHE (49 5-20% ttaeiRsk) , SCHAEREEZY, EY+

MR R, RESEERNHINF RN RIS
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—iHHIERFE (Binary Translation)
OfELCEERENT, sISTHGIENERFEEIE SRR '='"_¢L‘ﬁ*E

OEFENFHFIAER (ANEAERRERE) |, FTFEEE
MEIBREI N EER S EEFET

i

I”-UI

Binary
Translator
Guest Binary Ttrigger Host Binary
[ emuiation M
mulation
<:j‘> Manager <€—— - -

returrT lmiss - -

Interpreter
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“HEIERZE (Binary Translation)

1. Guest OS JRIAMCRY (1ErEAE_CERNIANEEIRZET)
{Rig Guest OS RNER _HHCREFEZLITES:

MOV EAX, 1 ; EEiES: 8 1 I\ EAX BHfF=S

ADD EBX, 2 ; EiBiE<S: EBX 0Lk 2

SGDT [Memory] ; fEluBUES! EENESLE GDT iBuLEIATFH
CMP EAX, EBX ; EEIES: LUIHRME

2. VMM Y "ES5EH" sF

L VMM EELHXEMRIGE CPU _HIE(THT, CE%AIEXEKIE, HEE
FERFETF (Translation Cache) &, BHEEAMCIEUOT

MOV EAX, 1 ; T, BERE
ADD EBX, 2 ; T, BEERE
CALL VMM _Emulate SGDT ; <--- #)! SGDT #EHAL ¥ — L2
CMP EAX, EBX ; T, BEERE

GDT (Global Descriptor Table) 2 x86 ZRgF— M EEORIEIREN. BEH—K" K", iER 59
TARESRIER (LLMERAFEMAE, MERENNE, BiIavEnitif ItiREMtA)



—iHHIERFE (Binary Translation)

3. MiTidiE
o YR CPU B KiEHI{T MOV 0 ADD Tb/\

o %?M?TEU%_ 150y, CPU i E)JyE % 7 SGDT, MZE#fT L CALL

VMM Emulate SGDT, #RF=* z‘UT VMM %ﬁ?ﬁ%&?ﬁ’]—ﬁx C/iC%w
v Cls]

4. VMM =B REBRENSEE ((IRKE)
VMM _Emulate SGDT() {
// VMM RIE A2 EN TR

VM_Context* current_vm = get_current_vm();

// VMM AEIZELAVEH GDT, mMREEZEHMAY f9iE GDT it

uint32 t fake_gdt address = current_vm->virtual gdt base;

// BIXMmERibit, LethSRZ Guest OS FEEHNRERIE [Memory]
write to guest memory(Guest Memory Address, fake gdt address);

// 1&H5eRk, R[E] Guest OS U F—%:45< (CMP EAX, EBX)

J
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VMware W& EEEFS x86 EHlL

19984, HRIBfEAFHY Mendel Rosenblum #HIEZF0{tBAYZF Diane
Greene A0 Palo Alto 873 T VMware,

LA, FARAREBIEIAS x86 Z213 "FRaI Bl :

x86 B 17 5% "SIB4E<S" A=t AFabH (trap) , &E&x T Popek-Goldberg £%
%,

VMware XA 224 : B "ZiHEIENE" (Binary Translation) £
13 7 XA PR !

EIEITHIEISEIRARL "AIME" FIE<.

19994 VMware Workstation a1, =R 7 E N7,
20045 %7 EMC LA $6.35 {2y, EkmhE—ERET $600 12!
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2 EWML (Paravirtualization)

—NEIR: BT9R Guest OS UIESHE, AUEIEN
Guest OS!
HEABES [ T PaRYBURIES BRI Hypercall GURZER, BIEARIE VMM)

Full Virtualization Paravirtualization

‘ Modified Guest Kernel '

Hypercall

Guest Kernel

Privileged Instruction

Trap Emulate Operation

62

Hardware

1




2 EWML (Paravirtualization)

—MEBER:. BER Guest OS BISSHIOE, AUEIEM
Guest OS!
1B "ANITE" fUIES A Hypercall GEURSRER, BRABAZE VMM)

Xen RIfEFi%E (2003) :

1222 Linux %29 1-2% RIS
BISUE<S BRI Hypercall, EHWLESNEA Hypercall
Guest OS "}IE" BESEEMIE (FMREZVIIEN)

System Call vs Hypercall 2Lt
System Call: NAER — #IERGF ("HEFTHXHE")
Hypercall: Guest OS — Hypervisor ("#IoEARFR")

fLm: MesEARYE (FFEN 2-5%)
e FEIZH Guest OS 718, Windows FiFJE OS FToiAER

63



x86 $FNFHERY: Ring 0 ~ Ring 3
CPU REHHREMHAY 4 NMRIFIA — NPRERESMEBIR,

£ Ring BUERS
I Ring 0 — RMERFRHZ

HITEUES. BIENERE. B4
o T T |=] 3 ] e

Ring 1 — i&&RIE] (BEL)
miOEit, T OS LI

Eieirit, MW OS JIFAH

B (A0XsEss. Office. Xk,
W—) EATFU, ANBCEIREES IR

I Rlng 3 — ARNBER

EAR4FHY

(User)
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2 EWML (Paravirtualization)

ORI E PR S R s BIIME
OFR OS #lIiEHCETEEMRIGR, FkititES

’ R Ring 3 ’ RIS Ring 3
| e ] =——mmmmmmecsccscccccsccsssssaa-.
:' Ring 2 :' Ring 2
Y
I
:l FAF OS Ring 1 ! Ring 1
S N | mmmemmmmm e
|
| vMM  <Ringo ! Ring 0
|| ________________________________ |‘ Hypercalls
| L VMM
\4 \4. _______________________________
=B85 T s FNAEFES
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mR{aamBh R4, (Hardware-Assisted)

BiRFE: ik CPU BSSISELUL!
Intel VT-x (2005) / AMD-V (2006): 7E CPU SRSl g

VMX Root Mode — VM Entry yyMX Non-Root Mode

(Hypervisor 1z177Elt) (Guest OS ={71EI)
HE<SBEEFIN — VM Exit SH=RIHITIAE

Guest OS AEZE(F(ER, BAZTETHFIENFE
CPU BaliifRBURE(EF LA VM Exit — HSFERME RIS ZER
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RS BN EE AL

DEFEIUCIRAT, VMM F1ZF OS HEF—MFIREEH,
=P OS [FRUe< EIR(FEf, SEGEEIRMREHLERR
(ANRZHARABSATE £ L)

O EhENERIE, B IRESEHRRRIAsZISLARE VMM,
Bt 2iFZ i OS AINEMEEETT
— first introduced on the IBM System/370 in 1972

0 2005/20064 8], Intel $1 AMD AR ATEIRE I T HE
R, BRHAIEESH B (CPU extensions)

— Intel VT-x (formerly known as Vanderpool)

— AMD-V (formerly known as Pacifica)
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RS BN EE AL

viEER CPU N NENNEIRTIL (root mode) FIIEFRIRTIL (non-

root mode)

vIntel VT-x A8—NEIW IR EIIEHIZEH (virtual machine

control structure, VMCS)

v IR EESCE 78R e SR Ii=E, #BRE VMM f83k

) FAFtERF Ring 3

I ____________________________

,' Ring 2
,' """"""""""""""" Non-root Mode
: Ring 1 Privilege levels
| ____________________________
|
I P OS
|

e S
‘\ VMM Ro.o.t Mode

W ] Privilege levels

FINAE G

EF OS =1TEIRREREL,
RE LT LTRSS
{(BSCPRRMAIRE, R8e
EVMM BT TIEtT

VMM 1z171EiR%D,
BXIE R eIETIN
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RS BN EE AL

R REUCHI ER
= CPU TE3RRIEZV NP — MRS FIER

 IEFTEHRTIXEESH, CPU BF<EREI=&, THK
%ﬁiﬂ’—“F?l‘%uEml&EﬂEFm&ﬁB

ANl

 JEFHIHIT MOV CR3 (Y#:aER) Y, CPU fif& VM Exit,
Hypervisor S&E#i Bz (EPT) LIRBEEFTINEF

« MZPHIHAT IN EAX, DX (EBURO) B, CPU fi#& VM Exit,
Hypervisori§ /O B3R ALEENIZE, W QEMU &I
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Trap & Emulate 50Uf

Trap & Emulate = E{LRVIBIEIEE

REPDIE<SEZEIT, SRS

IRANAIKER

15 |52

St Trap B VMM 4bEE

x86 BHHESHE Trap |
e
BT — i HIENE FEEME L)
FIRERAT IRRIE R 2 Guest OS CPU &gt
100% ZR{HEHA BJRE<S %35/ Hyperecall Fra SR RE
AMKER Trap HARBEEWNT AFeHE Trap — VM Exit
5 T&E fIXR: 5 T&E RIKE: 5 T&E RIXE: 5 T&E RIXE:
RS alRR ZBHFIA Trap & FEEREN it Trap &
Emulate Trap Emulate 53E3CI

HBEER — iR Trap & Emulate Y

2 — [EEEHkLF

AERE
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—=H

EIMCIANRIELER

2EIME fE {4 EHED EEPME
BEA iahlEmE REIMET B Hypercall
FSH 4F 4F =
i 51 IRGF 4F yapZir=]
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