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public void failed(Throwable exc, Integer r) {
LOG.debug("Failed while reading range {} ", r, exc);

ranges.get(r).getData().completeExceptionally(exc);
¥

private void error(String category, String message, Object...args) {
println("ERROR: %s: %s'", category, String.format(message, args));

}

try {
duShell.startRefresh();
} catch (IOException ioe) {
LOG.warn("Could not get disk usage information for path {}",
getDirPath(), ioe);

B AEFREREEATE, I
gNError, Exception, Failed
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081110 020724
081110 022226
081110 023456
081110 024834
081110 030331
081110 030942
081110 031019
081110 032126
081110 035357
081110 040800
081110 042826
081110 045413
081110 050300
081110 051323
081110 054642
081110 060453
081110 060934
081110 065635
081110 070326
081110 070334
081110 070347
081110 070614
081110 070921
081110 071154
081110 071426
081110 071657
081110 072121
081110 072124
081110 080546
081110 080555
081110 080718
081110 080724
081110 080814
081110 080847
081110 080922
081110 080949
081110 081044
081110 081054
081110 081337
081110 081515
081110 081643
081110 081643
081110 081741
081110 082013
081110 082043
081110 082444
081110 082702
081110 082706
081110 082737
081110 082954
081110 083045
081110 083121
081110 083231
081110 083328
081110 083453
081110 085042
081110 085933
081110 091216
081110 091550
081110 091657
081110 091800
081110 092131
081110 092151
081110 092459
081110 092815
081110 093020
081110 093643
081110 093831
081110 094019
081110 094657

29 INFO dfs.FSNamesystem: BLOCK* NameSystem.delete: blk 2568309208894455676 is added to invalidSet of 10.251.31.160:50010

6281
6415
6371
6561
6646
6604
6555
6606
6739
6827
6957
6683
6956
7145
7193
7211
7324
7430
7327
7574
7513
7744
7627
7742
7700
7820
7772
7970
8227
7850
8080
8123
8088
7633
7994
8125
8108
8145
8312
8095
8247
8169
8326
8305
8172
8223
8552
8341
8543
8495
8197
8530
8416

13 INFO dfs.DataBlockScanner:
13 INFO dfs.DataBlockScanner:
13 INFO dfs.DataBlockScanner:

7593
8683
8720
8380
8815
8601
8650
8872
8827

INFO

INFO

INFO
INFO
INFO

VIARN
VIARN
WARN
INFO
INFO
VIAR]
INFO
INFO
VIARN
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dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceive:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:

dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:
dfs.DataNode$DataXceiver:

10.250.19.16:50010 Served block blk 1078000656626961731 to /10.250.19.16
10.251.67.225:50010:Got. while serving blk_-6900989714336081087 to /10.251.25.237:
10.251.126.227:50010 Served block blk -8306714721294235181 to /10.251.126.227
10.251.42.191:50010:Got exception while serving blk -8023826090828946372 to /10.251.214.130:
10.251.31.5:50010:Got exception while serving blk -1367876730256254709 to /10.251.67.225:
10.251.126.83:50010 Served block blk -3860894070657427592 to /10.251.126.83
10.251.26.8:50010:Got exception while serving blk -7983508786213002472 to /10.251.38.197:
10.251.71.97:50010 Served block blk_5454332143498402824 to /10.250.15.67

10.250.6.214:50010 Served block blk -3384560576963801177 to /10.250.6.214

10.251.67.4:50010 Served block blk -2901225370888235702 to /10.251.91.84
10.251.215.50:50010 Served block blk_3963698556744744747 to /10.251.107.196

10.251.30.13 0010 Served block blk_2039230511363331616 to /10.251.65.203
10.251.71.146:50010 Served block blk 8482111101480751895 to /10.251.71.146
10.251.215.16:50010 Served block blk -5919767990596301121 to /10.251.215.16
10.251.199.225:50010 Served block blk _8457344665564381337 to /10.251.199.225
10.251.66.102:50010 Served block blk 2986720270598512615 to /10.251.66.102
10.251.90.64:50010 Served block blk -5719934513583495857 to /10.251.199.245
10.251.75.228:50010:Got exception while serving blk -7680599654910200999 to /10.251.75.228:
10.251.111.37:50010 Served block blk -6050976999174805557 to /10.251.111.37
10.250.10.6:50010 Served block blk 1598414622053793245 to /10.251.90.239

10.250.19.16:50010 Served block blk -7837339190764609698 to /10.251.197.161
10.251.39.144:50010 Served block blk_-8187008844253719581 to /10.251.91.32
10.251.214.112:50010 Served block blk_4081177399275502985 to /10.251.110.68
10.251.42.191:50010 Served block blk_3515154079719300106 to /10.251.42.191
10.251.38.214:50010:Got exception while serving blk 5547569777499890340 to /10.251.195.52:
10.251.123.99:50010 Served block blk 5385121219895615240 to /10.251.71.146
10.251.42.246:50010:Got exception while serving blk -7658293778087733436 to /10.251.30.179:
10.251.111.130:50010:Got exception while serving blk_3169060243663461885 to /10.251.214.32:
10.250.11.194:50010 Served block blk_3087787567144441647 to /10.251.91.84
10.250.10.100:50010 Served block blk -3657665801189425193 to /10.250.10.100
10.251.74.79:50010 Served block blk -3457731723401426942 to /10.251.74.79
10.251.42.84:50010 Served block blk_6105506155797750768 to /10.251.42.84
10.251.26.8:50010:Got exception while serving blk -8522942048313632858 to /10.251.31.85:
10.251.203.246:50010 Served block blk 365496398062338141 to /10.251.203.246
10.250.19.227:50010 Served block blk_3979872751691718643 to /10.250.19.227
10.251.123.1:50010:Got exception while serving blk -272707591443354058 to /10.251.198.33:
10.251.90.239:50010:Got exception while serving blk -8679916835272129336 to /10.250.15.198:
10.251.66.102:50010:Got exception while serving blk 6106884317961925960 to /10.251.66.102:
10.251.31.5:50010:Got exception while serving blk 6332892729727950039 to /10.251.123.1:
10.251.195.52:50010 Served block blk_6655622109568310643 to /10.251.195.52
10.250.17.225:50010:Got exception while serving blk -5935642747315643391 to /10.251.199.150:
10.251.215.7 0010:Got exception while serving blk -20269367189114433 to /10.251.30.179:
10.251.43.115:50010 Served block blk -7364557883931785608 to /10.251.43.115
10.251.215.16:50010 Served block blk_2322432806134104317 to /10.251.215.16
10.251.109.209:50010 Served block blk 4848669047361069041 to /10.251.26.177

10.250.15.198:50010:Got exception while serving blk -1851265222873801714 to /10.251.195.52:
10.251.198.33:50010:Got exception while serving blk -8495670552887053546 to /10.250.10.223:
10.250.19.227:50010:Got exception while serving blk -7372087176866857012 to /10.251.110.68:
10.251.70.112:50010:Got exception while serving blk 4357276972386184626 to /10.251.74.79:
10.251.215.16:50010:Got exception while serving blk -4590972095204776122 to /10.251.30.6:

10.251.106.214:50010 Served block blk_-827787362772I529374 to /10.251.122.79
10.250.10.176:50010 Served block blk_3797494971676497497 to /10.251.29.239
10.251.126.22:50010 Served block blk_805587860540600864 to /10.251.126.22

Verification succeeded for blk 3141363517520802396
Verification succeeded for blk_-1383276859207001328
Verification succeeded for blk -4117999745005013424

10.251.107.50:50010:Got exception while serving blk 4524198807982839635 to /10.251.122.79:
10.251.111.209:50010:Got exception while serving blk_7505828172725463922 to /10.251.111.209:
10.251.70.211:50010:Got exception while serving blk 424255210146453297 to /10.251.203.179:
10.250.14.224:50010 Served block blk_666713934549639791 to /10.250.14.224
10.251.30.179:50010 Served block blk_-2975629975082443857 to /10.251.30.179
10.251.126.22:50010:Got exception while serving blk 1686195200514944346 to /10.250.6.223:
10.250.9.207:50010 Served block blk 4355450627202483068 to /10.250.9.207

10.250.6.191:50010 Served block blk 5952254363678329024 to /10.250.6.191
10.251.70.211:50010:Got exception while serving blk -667933171485085225 to /10.251.203.246:

13 INFO dfs.DataBlockScanner: Verification succeeded for blk 9188832735514090334

8571 INFO dfs.DataNode$DataXceiver: 10.251.106.10:50010 Served block blk 2273334621242106674 to /10.251.106.10

8808 WARN dfs.DataNode$DataXceiver: 10.251.125.193:50010:Got exception while serving blk_3790492230047189408 to /10.251.199.159:
7835 INFO dfs.DataNode$DataXceiver: 10.251.107.50:50010 Served block blk_-2285729896739318683 to /10.251.70.5
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! AlOps (Artificial intelligence for i
i IT Operations): SIA¥les=], |
| LESOEIRESAR TSR GESE

ORISR BRI (155
v SERN (Anomaly detection)
v EFES M (Failure analysis)
v IBEF (Failure prediction)
v {BEERI (Root cause localization)
v BRI, (Software testing)
v Baff&E (Auto-healing)
v
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Code: https://machinelearningmastery.com/time-series-prediction-Istm-recurrent-neural-networks-python-keras/
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081111 083419 24621 INFO dfs.DataNode$DataXceiver: Receiving block blk_5214640714119373081 src:
/10.251.121.224:47915 dest: /10.251.121.224:50010

081111 083419 35 INFO dfs.FSNamesystem: BLOCK* NameSystem.allocateBlock:

/user/root/rand7/ temporary/ task 200811101024 0014 m 001575 ©/part-01575. blk 5214640714119373081
081111 083420 24633 INFO dfs.DataNode$DataXceiver: Receiving block blk 5214640714119373081 src:
/10.251.121.224:57800 dest: /10.251.121.224:50010

081111 083422 24621 INFO dfs.DataNode$DataXceiver: writeBlock blk_5214640714119373081 received
exception java.io.IOException: Could not read from stream

/

Automatically detected anomaly
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Log Parsing

public void setTemperature(Integer temperature) {
2 v LR
logger.debug("Temperature set to {}. 0ld temperature was {}.", t, oldT);
if (temperature.intValue() > 50) {
logger.info("Temperature has risen above 50 degrees.");

+— w

w

o 3
713

U

0 [setTemperature] DEBUG Wombat - Temperature set to 61. 0ld temperature was 42.
0 [setTemperature] INFO Wombat - Temperature has risen above 50 degrees.

Do

23
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01 | Name=Reguest (GET:http://AAA:1000/BBBB/sitedata.html) t_41bx0
02 | Leaving Monitored Scope (EnsurelistltemsData) Execution Time=52.9013 | t_51xi4
03 HTTP request URL: /14/Emails/MrX(MrX@mail.com)/1c-48f0-b29.eml | t_23hI3
04 | HTTP Request method: GET t_41bx0
05 [ HTTP request URL: /55/RST/UVX/ADEG/Lists/Files/docXX.doc t 0lmul
06 | Overridden HTTP request method: GET t_41bx0
07 | HTTP request URL: http://AAA:1000/BBBB/sitedata.html t_41bx0
|]08 Leaving Monitored Scope (Request (POST:http://AAA:100/BBBB/ t_41bx0
sitedata.html)) Execution Time=334.319268903038 (Task_ID)

E1 _IName=Request (*)

E2 [Leaving Monitored Scope (*) Execution Time = *
E3 [HTTP Request method: *

E4 |HTTP request URL: *

E5 |[Overridden HTTP request method: *

Log Parsing

E1, E2, E4, E3, E4, ES, E4, E2
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v'Job ID, Process ID, etc.

2008-11-11 03:40:58 BLOCK* NameSystem.allocateBlock: /user/root/randtxt# blk_904791815
2008-11-11 03:40:59 Receiving bIoc[ blk 904791815 slc: /master13 dest: /local22

2008-11-11 03:41:01 Receiving blocl( blk_203948592 src: /masterd7 dest: /local93

2008-11-11 03:41:48 PacketResponder O for block blk 904791815 términating

2008-11-11 03:41:48 Received bIoc|( blk_904791815 df size 31864344 from /11.25.18.114
2008-11-11 03:41:48 PacketResponder 1 for bloc 203948592 telrminating

2008-11-11 03:41:48 Received bIoc|< blk_203948592 of size 47394022 from /10.251.43.210
2008-11-11 03:41:48 BLOCK* NameSystem.addStoredBlock added t$ blk 904791815 slze 67108864
2008-11-11 03:41:48 BLOCK* NameSystem.addStoredBlock added tq blk 203948592 size 47394022

2008-11-11 08:30:54 Verification succeeded fof blk_904791815

27
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OJob 1 FTEN AN HESH
E1, E2, E4, E3, E4, E5, E4, E2

Job 2 j:]-ED J’QD > ll_:\_3'1t|:
E1, E2, E4, E3, E4, E5, E6, E2

E1, E2, E4, E3, E4, E4, E4, E4
E1, E2, E4, E3

28
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O4FIERIESIRE E1, E2, E3, E4, E5, E6
E1, E2, E4, E3, E4, E5, E4, E2 [1, 2,1, 3,1, 0],0
E1, E2, E4, E3, E4, E5, E6, E2 1, 2,1, 2,1, 1,1
E1, E2, E4, E3, E4, E4, E4, E4 1, 1, 1, 5, 0, 0], 1
E1, E2, E4, E3 1, 1, 1, 1, 0, 0], 1

SCRRFHOER (IBE1TIES
WIERE (57RE) !
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Traditional

machine learning

RESS

Deep learning
models

30
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Anomaly Detection

7k

Supervised

Unsupervised

Logistic Regression

Decision Tree

Support Vector Machine

Log Clustering

r

PCA

Invariants Mining

31
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ODecision Tree

root node

decision nodes

salary at least
$50,000

commute more
than 1 hour

nol

offers free
coffee

Decision Tree:
Should | accept a new
job offer?

A

leaf nodes
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OPCA (Principal component analysis)
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Olnvariant mining

Message : .
Parsing g Invariant Anomalies
Count Vector
type=1, PV{1)-1722167 04635, PY{Z}-0001 00001: [1,1,1,2,5,3] 00091: [1,1,0,0,0,0]
tyve=L, PW{1)-17223.67.1:4635, PY{2)-00002 00002: [1,3,3,3,6,3] violates the invariant
type], PVIT)-172.2367.24635, P2}-00003 00003: [1,2,2,2,4,2] 9
mmmw’“’%" 00004: [1,1,1,2,5,3] 6, =[-1.10.0.0,0.0]. 06732. 11,3,3,3,4,2]
\namelarertieds 00006: [1,3,3,3,6,3] 11,3,3,3,4,

mmm\g}wm 00007: [1,2,2,2,4,2] 6, = [0.0.1.-1,0.0.0]. violates the invariant
T 3 00007: [1,2,2.24,2] 6, =[0.0.0.0.-1.1.-1] 9,
WLW‘WJ“W 00007: [1,2,2,2,4,2] ......
L2362 00 8 b
type-2, PVI1)- 0000, PY2)-Q PY3ISTT17
yoe3, PY{I)-0000L PYQPV3FORs 0 4 b8
et Vgl loamelurentleds, | |
PV{2}-104%082, PV[3J-2057, PHAL-O

Step (1) Step (2) Step (3) Step (4)
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State Interpretation
S87~ Initialization when a new job submitted
S96
S197 Add a new map/reduce task
S103 Select remote data source
S99 Select local data source
S198 Task complete
S106 Job complete
S107 Clear task resource
Hadoop Mapreduce Task The interpretations of states
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LSTM

Session F2: Insights from Log(in)s

CCS’17, October 30-November 3, 2017, Dallas, TX, USA

DeepLog: Anomaly Detection and Diagnosis from System Logs

through Deep Learning

Min Du, Feifei Li, Guineng Zheng, Vivek Srikumar
School of Computing, University of Utah
{mind, lifeifei, guineng, svivek } @cs.utah.edu
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Autoencoder
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& ErrorLog2002519 - Notepad e -10] x|
File Edit Format Help
5/19/2002 6:30:16 AM ==> Empty path name is not legal. -]

5/19/2002 6:30:40 &M ==> Could not find file "D:\WINNT \system32\Test",
5/19/2002 6:30:59 &M ==> Could not find a part of the path "C:\inetpubywwwroot",

‘ F Search by ID, title, or affected resource Status == Active X Severity == Low, Medium, High < Time == Lastmonth X 5 Add filter
D Severity | Alert title Ty Affected resource T Activity start time (UTC+2) T, MITRE ATT&CK® tactics
D High o Detected Petya ransomware indicators I Sample alert | In SampIe—VMl 12/15/20, 3:54 PM : Execution
D High O Detected suspicious file cleanup commands ~ Sample alert Bl Sample-vM 12/15/20, 3:54 PM ‘™ Defense Evasion
|:| High © Digital currency mining container detected  Sample alert #% Sample-Kubern...  12/15/20, 3:54 PM '; Execution
(] [ High @ rotential SQL Injection  Sample alert & Sample-DB 12/15/20, 3:54 PM
D High © Phishing content hosted on Azure Webapps Sample alert @ Sample-App 12/15/20, 3:54 PM '4“ Collection
D Medium o Suspicious PHP execution detected Sample alert B3 sample-vMm 12/15/20, 3:54 PM '; Execution
|:] Medium @ User accessed high volume of Key Vaults  Sample alert (D sample-Kv 12/15/20, 3:54 PM
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SIS

OSRXFHIIEFER, BES
Client %\ - okl o B

Frontend |

Back end

E4: CPU alert

4

E5: network alert

E6: API time cost alert

H I Fh SRRy 0]’

E2: front Sever is
o down
|

E3: routeris
down

df’ ﬂ f’ E7: disk alert

ﬁ f’ f’ ﬁ E8: memory alert

P90

En: ......

52



ARSTEERAIZE

CIREVE N R GTA IR SSEIRTa)RE,

vV ESEMEHE AR T R PRSI EE

vV EBENE%E AR T R PESSEY
vV BN N RIFITIREERL

RMUSCER

2z /N3

Z77 | ITeA

53



1A= (word embedding)

Or] AR F I 4EUEAYIE fine tuning
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1. X BE/&ZHp5 Ma{Eword embedding

HEE4: The number of Oracle sessions is high.

L = |v1,v9,...,uN |, Where v; € R9, i € [1,N]
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2. BEESEHRIEN 581JE 2 E2HY1E]

TF-IDF (Term Frequency-Inverse Document Frequency)

BT EREEMNASIENGIT 5iE, RER—ME%]
T EES— MER EFRI— O RN EERE

Number of times term t appears in document d

TE(t,d) =

Total number of terms in document d

Total number of documents in corpus D

IDF(t,D) =1 i
(¢, D) 08 Number of documents containing term ¢

TF — IDF(t,d, D) = TF(t,d)XIDF (¢, D)
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TF-IDF

OTF-IDFEARERD4BAL: 1a5M (TF) FOESAE5ER (IDF)
v ELaNEE Block F— 1MNSESFHERINZIR, HHEERE
{(1% Block HHIR 2 )X, SESHHEHS
=073 10, M TF = 2/10 = 0.2
v{EZUER Block EZNMESZHEEH, FAEFHRERIE

IDF = log((5E 55/ (B2 Block fI&E + 1))

a0\ 100 NMEE, 20 &2 Block, M
IDF = log(100/21) = 1.56

1

m=¢Z Block A9 TF-IDF 3 w= 0.2 * 1.56 = 0.312
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L = |v,v2,...,0N |, Where v; € Rd,i

W = [w17w27"'7

SEEHHNENEE: V=

wy |, where w; € R, €

1 JZVZ

[ W° ovo

N LT
1=1

=14 : The number of Oracle sessions is high.

€ |1,N]
1, N
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O FEHERRSRES (Troubleshooting Guide, TSG) HERE#RAIER
HIERAE

Incident description:
[AX] - Watch Dog RuleName DatabaseSpaceUsedRule 10Per-
centRemaining for Tenant 9a083aab-e8d6-459d-8407-xxxxx ...

Corresponding TSG:

Watchdog Rule Failure: Database Space Used

Symptoms:

Run the following query to get the current usage and free space

details about the database.

If the used percentage (USEDMB/TOTALMB*100) is greater than
— it’s bad, do the following

SELECT  [t].[name] AS [Table], [i].[name] AS
[Index], [p].[partition_number] AS [Partition],
[p].[data_compression_desc] AS [Compression] FROM [sys]
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#All failures B #Recurring failures

S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13 S14 S15
Figure 1: The number of recurring failures at compA.

[a]

—— Repeat(>=20% overlap) Incidents—
100 /— All (Sev0/1/2) Incidents —— Repeat(>=50% overlap) Incidents
—— Repeat(>=10% overlap) Incidents Repeat(>=90% overlap) Incidents

50 A

0 1 2 3 3 5 6 7
Timeline (Quarter)

Quarterly Incident Count

0

E l lII [b] B SevO 0 . ..‘;.'.E.;: o o Mean Resolution Time (Hours)
b S 3 o .

o110 . I Sevl 3 : T o o .. . [C] . .

) I mm Sev2 | s

9 I | |~

S0 III - _5

£ B

g | RE

e 2

g &

g® | ||

=) 0 20 40 60 80 100 0.0 0.2 0.4 0.6 0.8 1.0
Z 9 Word-Overlap of PRB with Most Similar Past Incident % Word-Overlap of PRB with Most Similar Past Incident

[FSE22] Actionable and Interpretable Fault Localization for Recurring Failures in Online Service Systems
[ICSE-SEIP 22] Mining Root Cause Knowledge from Cloud Service Incident Investigations for AIOps
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@ Incident 1 Title: Alert: email-api-batchevents-errors-
roduction-allregions-exceeded
Description: The Email Service was experiencing connec-

e Pl il vl Al i ey ST A N SE A\
tivity issues to their replica database in the West US Region. @ B[R BanARENRE N [
Due to this issue, System-Cloud customers globally were not = .
receiving any type of System-Cloud notifications. 51'{375_ 7%
everity: 2

@ Start time: 14:28
Service: SQ_L

) ATHAGEE, e
KFRTR— RS

@ I Incident 2 Title: No Success Signal in the last 60 minutes. I

Description: Calls to the API-Sub failed with a 5xx HTTP

error. Approximately a; customers could not upgrade their . -
——————————————————————————————————————— N !
subscriptions on URL-Cloud-Portal. @ Eg?{%ﬁ’ﬂ ,EEE%S *EEA

everity: 2
@ Start time: 15:30

Service: Commercial
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Textual encoding module Component embedding module

Convolutional layer with

‘multiple filter widths and 4+ Max-over-time

| ! | :
| ! | |
| ! | |
| : | |
| I |
} Word embedding feature maps pooling Deep neural network : : Skip-gram model Sampling strategy |
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I ! 1 I
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: \\ ! : i
1
| A ; | , Components
| \ \\ : | |
: B / ! : !
| % | | i
I : I 1
| I |
| E ! [ Distance ' |
| e | | measure |} i
| | |
I ! I |
| . ! 1
1 Incident 2 A 1 | 1 i
! /) 1 ! i
0 7/ 1 1 |
| /7 ! | |
1 / 0 ! 1
: > / / : : i
area 7/ 1 i
! ’ D ! I
/
2 | oo -~ - Ol-H—1—iH- - ! Incident
e ; | : - ncidents
I ¢ Y (@) ! | S
| Issues | l | 0
! . \ | ! I
I \ | I |
! \ i ! I
1 N I 1 |
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! A f | I
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[FSE20] Identifying linked incidents in large-scale online service systems
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Incident Subject: <Pod> Connpool Host: <Pod> TimeStamp: <Date, Time> Symptom: Connpool

Update 1: <Date> <Time>: <Team1,Team2> and <Team3> team are on the incident bridge Investigation Key Topics
c | investigating theissue. High Gacks, APTs, ConnPools and excessive null requests across all | e  high gacks, excessive null
.g db node obsgrved on the instgnce. ... Nodes 1,4 w.ere_shu‘fdoyvn by <Team3> and requests in db nodes
.% performance improved. A rolling restart of the application tier is underway. o service disruption due to
3 Update 2: <Date> <Time>: <Pod> was hit with a period of service due to a database high apts ' '
Z | misconfiguration problem on node 4. ... ... ... Once node 4 shut down normal processing e  db misconfiguration
| resumed. Issue was with high wait on SQ, its a sequencing issue but not sure what caused.. ° ssh issue
Immediate Resolution: Shutdown Nodes 1,4, Rolling restart of application tier. Investigation Summary:
High Gacks, APTs ConnPools
There are couple of Contributing factors identified during the retro: Process gap in PSU & excessive null requests
e | patching - Patching team accidentally patched <Pod> Primary assuming its DR. Patching across db nodes. <Node>
-g Roll back decision was delayed In all incidents that impacted <Pod>, database team were shutdown by <Team>
g observed active session spikes(in the range of 2-3K) on ‘log file switch(checkpoint performance improved
% | incomplete)’ wait event on one of the node and ultimately running out of all database Root Cause
2| processes on that node. Also, since LGWR background process was blocked on the affected e  <DB>/Vendor bug
£ | node, itimpacted other nodes as well leading to customer impact ... This will appear like a e  Process gap in PSU
o | DB hang for the application.ldeally this is observed when there is a very high amount of :
] T : ) patching
S | changes happening in the database, ... log writer not able to re-use the older online redo log
S| files. But in <Pod> we observed it even when there were very minimum database Immediate Resolution
5 | activities(changes).This is an unexpected behavior and is potentially an <DB>/Vendor bug. If ° shgtdown
g older online redo log file is not checkpointed log writer process will halt. ... ... ... ... ... ... ® rolling restart

Figure 1: (left) Raw PRB document and (right) Structured
form obtained through neural information extraction

[ICSE22] Mining Root Cause Knowledge from Cloud Service Incident Investigations for AlOps
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Coymptomtypen)  CTIT) CETIISTIE) (soiionyeel) | rooiCauses)

globalRootCauseType(2) “ﬁ,d“m
has_child
A
q{e/,/,q

%
%

%,

)

RE

o has symptom
o has root cause
o has child

high db
cpu ; org

67



KHEE ) &sL

Z2 CONNECTION POOL TIMEOUTS DUE TO SINGLE ORG ACTIVITIES

connection pool timeouts due to single org activities  high load that caused ~ conn pools and high app cpu

caused by a surge in traffic caused by a single customer the throttles surge of traffic bridge has now closed

This seems to have been caused by a surge in traffic for a single customer , N¥22 has recovered from
conn pools and high DB cpu caused by a single customer , The rolling restart was not completed as it

Root Cause: Customer opened a vaccination appointment ... database contention (DbConnPool Errors) as
Active Request Waits are waiting on oracle indexing to complete,

How it was resolved? Two throttles were added by automation, ... performed a rolling restart of 1/2 of the
App Tier,

CONNPOOL ERRORS

connpool errors started connpooling on multiple node shutdown oracle

Summary: N&S9 started connpooling on multiple node , @8€ was engaged and found the known issue of
log file switch incomplete and stoped oracle on Node 7 & Node 9, connpooling and CDSE is looking it

further on this , Node 12 got the same log file switch incomplete and G8&E has shutdown oracle on node *
Root Cause: log file switch (checkpoint incomplete), ... log writer process waiting on control file sequential

How it was resolved?!: log file switch incomplete, Node 7 and node 9 oracle service bounced ... oracle
service bounced and that brought us out of impact,

pool
issues;
cloud
conn

connecti...,

LDG
failover

db

nodes;
high cpu;
con...

message
queue

has_child

1os.cd

has_chijy

e

5
78 ",

has_child

A
> iy

® 000

ha,

has_symptom

has_symPt

s S

s
5
Yt

1as.

vos S

impleme...

for™

Two
throttles
were
add...

sympto™

CSDE
aborted
theor...

TOP REMEDIATION TOP ROOT CAUSES

Distributions with (%) Scores

Customer induced load .. high execution of SQLs ... DBCPU throttle 23.3
Log file switch checkpoint incomplete ASH ... know issue 11.9
Customer opened a vaccination appointment ... database contention
DbConnPool Errors as Active Request Waits waiting on oracle index 10.3
High memory and SWAP space used by LMS processes ... slows node
shutdown brought down by patching job 53
Following SOQL from customer ... run by a single user 34
suspended message type and killed existing jobs ... 20.5
Implemented throttle ... services apexrest 20.3
Applied auto throttle ... CPU and MQ returned to normal 9.3
implemented a CSP throttle <OrgID> ... Permits per sec 8.7
Two throttles added ... rolling restart of App Tier 8.6

Figure 8: ICA output for Incident with Symptom “Connpool issues” (i) Incident Search Results (ii) Query Specific Causal
Knowledge Subgraph iii) Distribution of top detected root causes and resolutions (Highlighted spans show match with true)
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Outage Title: Outage for Email Service - Triage

Impact start time: 14:20

Outage declared time: 14:28

OCEs engage time: 14:29

Outage Summary: The Email Service experienced

connectivity issues to their replica database in the West US jz,ljé)ﬂ%,“ﬁ \jj_

Region. This affected customer email delivery for approx- EAIE FERNS

imately a3 internal company services. Due to this issue,
System-Cloud customers were not receiving notifications in-
cluding purchase, renewal, and monitor alert notifications. The
Portal team reported that approximately @ customers were




Incident

Impact Scope

BEE588 | — =

Text Prediction

g S G e

,( Domain-specific text processing Fine-tuned GPT-3.x
|
|

A

N

. Historical Historical
é’-cl] Engineers @ Incidents © Links =1 )
e outage summary is: T "
_ ext & Position Embed
Context

Impact Scope Assessment Summary Generation

(

I

|

|
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' Linking @ I |‘:‘j |—:j |_:j

| ’ = I . . Layer Norm
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| | b—
Feed

: d il ™ : : Title: ... | |Title: ... | [Title: . For

: 1 historical prediction : : Desc: ... ||Desc: ... | |Desc: ... CFa‘Edi

| — rules —\ , lookup ~ " model ™\ . 12+ Layer Norm
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| -e Il
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[arXiv23] Assess and Summarize: Improve Outage Understanding with Large Language Models
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Incident description:
[AX] - Watch Dog RuleName DatabaseSpaceUsedRule 10Per-
centRemaining for Tenant 9a083aab-e8d6-459d-8407-xxxxx ...

Corresponding TSG:

Watchdog Rule Failure: Database Space Used

Symptoms: "'"9=| "‘57_ HH

Run the following query to get the current usage and free space z*i & §£_%¢Eﬁ
details about the database. BE& 1|/&—_

If the used percentage (USEDMB/TOTALMB*100) is greater than
— it’s bad, do the following

SELECT  [t].[name] AS  [Table], [i].[name] AS
[Index], [p].[partition_number] AS [Partition],
[p].[data_compression_desc] AS [Compression] FROM [sys]
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TABLE I: Effectiveness of fine-tuned GPT-3.x models at finding root causes of the incidents

Model BLEU-4 ROUGE-L METEOR BERTScore BLEURT NUBIA
Topl Top5 Topl TopS Topl Top5 Topl TopS Topl TopS Topl  TopS
RoBERT2 421 NA 1283 NA 98 NA 8538 NA 3566 NA 3394 NA
CodeBERT 333 NA 1017 NA 658 NA 8488 NA 3319 NA 3905 NA
 Curie 340 629 9.04 1544 721 13.65 8490 8636 32.62 40.08 3352 49.76
Codex 344 625 898 1551 733  13.82 8485 8633 3250 40.11 33.64 49.77
Davinci 334 594 853 1510 6.67 1295 83.13 8441 31.06 38.61 3528 50.79
Davinci-002 424 715 1143 172 1042 168 8542 8678 36.77 4287 323 5134

%gain for Davinci-002  23.26  13.67 2644 1090 4216 2156 0.61 049 1272  6.88 -8.45 1.08
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TABLE II: Effectiveness of fine-tuned GPT-3.x models at finding mitigation plans of the incidents

Model BLEU-4 ROUGE-L METEOR BERTScore BLEURT NUBIA

Topl  TopS Topl TopS Topl Top5 Topl TopS Topl TopS Topl  Top5
RoBERTa 4.44 NA 7.10 NA 4.52 NA 86.33 NA 26.80 NA 14.90 NA
CodeBERT 6.02 NA 4.40 NA 3.37 NA 86.83 NA 28.44 NA 27.89 NA

 Cute 547 1062 803 1631 622 1275 8565 87.13 2720 3723 1530 2546

Codex 5.53 10.62  8.15 1623 6.19 13.15 85.68 87.35 2843 3792 1577 26.33
Davinci 554 1066 810 1596 6.08 1249 8572 87.19 27.15 37.00 1571 25.61
Davinci-002 6.76 11.66 10.22 18.14 823 1513 86.17 87.65 30.19 3896 17.58 28.81
%gain for Davinci-002  22.02  9.38 2540 1122 3232 1506 0.52 0.34 6.19 274 1148 942
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