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1. ZHENA
Cloud Computing Intro

2. ZHARSMERBEEY
Cloud Service and
Deployment Models

3. o HHIE
Cloud Distributed Computing

4. =T BEEEEHO
Cloud Data Center

5. ZRASHIEEN
Cloud Data Communication

6. EBERAR

Virtualization

7. MBERSEE
Load Migration

8. REREBEHA
Lightweight Virtualization

9. NBEBERA

Network Virtualization

10. RUEEEX—1]
Software-defined Everything
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1. MRS S R ERBNARSS
Microservices and FaaS

12. =IR4E
Cloud Native

13. =1FfiE
Cloud Storage

4. RS SETAM
loud Reliability & Availabilif;

15. RSB RETCYH
Cloud Intelligent IT Operations

16. ZRFIAM

Resource Usage Optimization

17. ZRMWESLE
Cloud Privacy & Security

18. BHEHFOTIHE

Data Center Energy Save
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Typical first year for a new cluster...
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IT Equipment ~ Other

Failure

Generator
Failure

Weather
Related

Water, Heat,
CRAC Failure

Primary root causes or reported unplanned outages.

UPS System
Failure (Battery)

Accidental /
Human Error

29%

Battery Failure

12%

Weather Issue

5%

IT Equip. Issue




2021 Facebook E#EtK

Top OTT Service by Average bits/s Internet Traffic served by Facebook
Oct 04, 2021 06:00 to Oct 05, 2021 00:00 (18h) Global outage 4-Oct-2021

Facebook Video
Global outage lasting 5.5hrs

A >

$47 billion loss*

bits/s

Instagram
Facebook
WhatsApp.
06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 10/

T

2021-10-04 to 2021-10-05 UTC (5 minute intervals)

*Data from: https://www.datacenterdynamics.com/en/opinions/too-big-to-fail-facebooks-global-outage/
**Image from: https://en.wikipedia.org/wiki/2021_Facebook outage
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2% (Anomaly)
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TP (Fault)
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2R (Error)

OError RfEMRT Fault #EGE (H4T) MSBEREFREBAL
TRRYPINES

OXEEFRTaT, EEMTEE. P\J*‘Baﬁh BARS STIHER
(IET8) {88k JkIU\ZIEUE'JﬂH:ﬁ% Error 8 Fault BIZhZAIR,

OS5 IREIEFAEPEPRES, BJaeRARWINEINERE]
OLbanitE calculateAverage(5, 6) =

| .,__:' The application failed to initialize
~  properly

Click Close to exit the program.

Error code: 1142

() Hide details




54 (Failure)
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{"code":"Invalid
TargetHost is
{domainid}.api

Heade age":"Header
ot vali d M t be
alicloudccp.com"}
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fRE (Root cause)
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@8 5Why?

Why?

y?

Why?

Root
?
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&= (Failure Rate, FR)
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EPEER T

Annual Failure Rate (AFR) Results

Dry datacenters show low AFRs (1.5 — 2.3%)
Humid datacenters show higher AFRs (3.1 — 5.4%)

DC Tag | Technology Increase wrt
1.5%

cp1 Chiller 15%

D2 Water-side 2.1% 40%
L(_‘l‘)l_] cp3 Free-Cooled 18% 20% HH1
HDI Chiller 2.0% 33%
¥ 'S HD2 Water-side 2.3% 53% ¥

cold dry HHI Free-Cooled 31% 107% hot humid
HH2  Free-Cooled 5.1% 240%
HH3  Free-Cooled 51% 240%
HH4  Free-Cooled 5.4% 260%

Design Conside

+ RH

I'¢

1tions

» Disk placement affects HDD failure rates

B Temp  Exhaust (Hot Aisle) A
AR
Disk at the front - IFmll= el el =
*+ Low Temp | i 'maq [HDD T, =
- High RH% = | s == =
| 10B| | [HDD Sk | GDD 8
wi_a i [l Tl
SRR IE
o ] || L)% N E
HDD| | (MDD ’ HJE ﬂ]TN # =
. B[L [ = | | wotlll =
Inlet (Cold Aisl —
(b)

RH: Relative Humidity (tEXZEE)

R EKHUSEE
T IRIRS
SHREPIR S
FRASSZZA,

Environmental Conditions and
Disk Reliability in Free-Cooled
Datacenters, FAST 2016

XEgiHESR
8. EREHhEY
HiE==55200
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A SRR ARIEXIEE

FiERMIEICR

ZERIEICR

FE1r 10,000 /)Nt
== YIIN 9,500 /J\dtt
B3R 11,000 /)\g+f
=Vp/N 9,000 /J\B+

l P——

4
10000+9500+11000+9000

s =101 ) REHN

v

10000+9500+11000+9000

4
EHFHERYE = 9875 A
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(&SRR G /PR A R R AR TSR

OSIPE=ZR (Failure Rate)

" TR EIA, RIEIR e K E’J——i’J”‘ﬁ?’r BELL "B
ETE&IE//’@ =1 ’E f&ﬁ%fkaﬂl E%LLEE "

OETSHPERIE (Mean Time to Failure, MTTF)

. 20 _JZ“%Y_ RE WFERIRYEISia TR, BE R EA
F ‘f: )/T\-Igbnx/f\ﬁ'ﬁ%%(\ E%, L2 _leé (A=5? \—%E?EI’JE*E%FD
dad

OEIEERIBE (Mean Time to Repair, MTTR)
 BERRTIRBNRELPEZIMESEFIREIEF 1= TR YA E]

O iEaBEAda] (Mean Time Between Failures, MTBF)
= IEIELEIREPE 2 [BIA9NEIRT 8], B iEEE A SR B S AT E]
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O&PERT[alpk 4~ Recovery Time Objective (RTO)

= QIRERTBBtxR,

' SEKRIRSS RE BT TRTAERYAETIE

0

20 40 60 80

Cost (USD per sq. meter per minute)

2013 FFRIEAHEE 8000 =&, EE 2010 &

IRKIBKT 40%
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FBEZEMEN

OB RIRS2NE1T, 13
(RTO Recovery Time Objective &), #UIERKLRISERIK

F IDC

r

~\

)

Web

—
)

API

Al

3k

E IDC

)

Web

I

API

%
~
_

offsite

é )

-

kE{ZIS i‘EEJ

If offsite backups fail

SV EIRS T,
= IDC (Internet Data Center) F

P AR ELSETE B E

2, (BRERTEEIK
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EHE 2% (Active-Passive Cold)

OERESERIT, ARSIR O 7 SR DRA
XTEEHRATES

OSSR O AR SR, REXKERENZ S

FIDC
4 N
Web

|

>
i
N
O
O

" Cold
Resources

Vo are off
/

()
(L

HE

kEﬂIS tEEJ offsite k%ﬂls =

Yl
&
I

)
.
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EHE 2% (Active-Passive Cold)

OECE ¥ —EEXRFHIEIR, TE2—HHIIRS:S
O= IDC ERREZEEHEZIM 1DC

O M ANIRETTER, (BABRESHEFORIRIEF FHRRIE,
ST LFAMERE

FIDC MIDC
((—\1 rfﬁw 4 Resources

Web Web are on

- @ J -

pro— EE— New Master
API API /

\ J - /

( ‘ DB Restore from
x backup
/\ ; ( A

HRLE

kE{ZIS igs y offsite \Eﬁs
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FIDC MIDC

IR 5L

HEESE (Active-Passive Warm)

AIDRIFEZE, TEE

£

4 N
Web

|

Cold

Resources

are off

~

Hot

Resources

are on

/

R
MR, EMN

REIFRA, WS

| SHEEXER

@
fr

FAEFICMRIERE

v

42



VARl

HiEES

T

O A AT BB AR AP AS AT 5]

VX’EETI‘@&?)E%@B%FEE E[251

BE Lot 58k
= IES5TEK RTO IR

OSSR ORISR I
BINEPSieteE

* MIER \ﬁ&*iﬁ RE
OtbEREST/RS =

HIsE A

FIDC

)

Web

8l

API

E3
e
_

( )

d

Sync

)

EEIRSS 2SR e ZRRUAYIA)

(Active-Passive Warm)

MIDC
r
e N Resources
Web are on
-/
SR \ New Master
API

—

7T

BiF 18

Resync when

back online

i
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NEEMEE (Active-Active Hot)

O A = BIRERE I &EAIS T
» BZIE T2 RAETRESL
" BRI BERRRZTERIRNE

OEEXTIKE AR EHEESPER R 22N A

FIDC MIDC FIDC
r ™ r Hot r N
Web Web resources
— — \ are on
API API
-
2 -

A

Sync

.
L
Resync when
back online j

S7F IDC RESPE, M IDC HEERL 7 #AYI=E IDC
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https://www.huaweicloud.com/solution/disaster-recovery.html
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Whitebox monitoring

b | Vo
mnnjlT

Blackbox monitoring

PN

B A 114
wWwIIL

AN

White box - we know

Black box - we do not
everything

know anything
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i SR

DRSS R BRI R

E1F (Metric)y | @

@ == (Alert)

%= (Log) @ & (Trace)

@ 1= (Ticket)
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IEtr (Metric)
O RGN ESH S, BIRERKENEEESIR (KPI, Key

Performance Indicator)
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m) , EFNRRGIEEMIERNR
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OIFER

v EUREEII M AECRIELT
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ZETIRZE

(Traffic) : BIRGHIEUEE

Web fREZ8K1H,

25 HTTP BkEE

VPSRRI S, 2R 1/0

(Errors) : i5kEKMAGESR
= BRI (5050 HTTP 5XX)

» [3ECR (50 HTTP 200
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® (Anomaly) 1L (Failure)
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IEinsi=TH - Prometheus

OEBK(EHr (Prometheus) E—5

COPrometheus @3 HTTP 1Y M IA:

IRHY AR S i

PR E X R T A NS

https://prometheus.

EHIBRSS P RIEFETR,

io/

AR
B8, mUEHE— M RFYIEHERE, FhElEERYm]



https://prometheus.io/

Igtrisi=TH - Grafana

OGrafana W@ — M FRAUSRD AR CES, aTLASERES)
ZIARREWER (Bf5 Prometheus)

EIGrafana IRETEENSEETAMLIERR, 8RR, T, &
2%, FRHT—EZRIGE, FBREXETISE ah\EI’J

ETEMLJ
m | eeeseesessme | H“ "Immll

Grd fd nd https://play.grafana.org/d/00000
0003/sample-website-
https://go2.grafana.com/grafan dashboard?orgld=1&from=now-

a-cloud.html 1Th&to=now&timezone=browser 58
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https://play.grafana.org/d/000000003/sample-website-dashboard?orgId=1&from=now-1h&to=now&timezone=browser
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HZ (Log)

OH

ME ZAERNFEMCE, BE SR,

= (BN, BRroiRSERERRSS) [ MANSARIFMRER

mlx gl F'{i AT MRIFIT AL RIR, RFtE

THIRANER, SIREIRAIEE, KERIEE, LUKATEERYIRE

—_

NN R W NN

SR AN

EJZ_ = lu\la%

public void setTemperature(Integer temperature) {
/]l ...
logger.debug("Temperature set to {}. 0ld temperature was {}.
if (temperature.intValue() > 50) {
logger.info("Temperature has risen above 50 degrees.");
3
3

", t, oldT);

U

0@ [setTemperature] DEBUG Wombat - Temperature set to 61. 0ld tem
Q@ [setTemperature] INFO Wombat - Temperature has risen above 50

perature was 42.
degrees.
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L

& ErrorLog2002519 - Notepad - -10| x|
File Edit Format Help
5/19/2002 6:30:16 AM ==> Empty path name is not legal. -]

5/19/2002 6:30:40 &AM ==> Could not find file "D:\WINNT\system324Test",
5/19/2002 6:30:59 AM ==> Could not find a part of the path "C:\inetpub\wwwroot",
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= I EIEHEI PSS G ) T el

OETFHEESEW AN RFIT D
vV ZRFIERIE1THIHY log SMFE], B— 110 RUE—M3EER log
VERFITHRELE], NZREATEEHIN R
o HINFTEEAIRY log BERELEHSL log
o Iog BRI R T ILE
TREVERMEEERE (WFER, BEINRESE)

State Interﬁretation
S87~ Initialization when a new job submitted
S96
S197 Add a new map/reduce task
S103 Select remote data source
S99 Select local data source
S198 Task complete
S106 Job complete
S107 Clear task resource
Hadoop Mapreduce Task The interpretations of states
[1] Fu et al. Execution Anomaly Detection in Distributed Systems through Unstructured Log Analysis. ICDM 2009. 61

[2] Nandi et al. Anomaly Detection Using Program Control Flow Graph Mining from Execution Logs. KDD 2016.



D RAVER{ESL

DEERE: Fe/selISEiE (WJSON) 1IERHEE, S
HNBEEAI L E S St TEaf o1

DEHETSHESERE: APNWHSERCRRERFMAER, KE

MR EXIFE R E?

TRIE], FERBIRFRERS

O%—BERR: EARWERNBEERSI (40 debug, info, warn, error,
fatal) BJUAESEMREIFS EFIEIRHE

DHSAEEPE: WBRSFESEHEER. BN, sILFE
Bt & AR A RE RERENFRCI, ERERASHAR
B a T ARTERAIL

ORSEIRANEIE: N e R =S Ew HES o, NERRT
H&feeilitiE, ER, RIBWVSFERMEZNEKX, REESHIH

R ER R
0.
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ELK %

OElasticsearch, Logstash #1 Kibana @E#%#FR HELK H#EHE,
=—EHEFNASERMSERLDE:

v'Elasticsearch: Elasticsearch £ T7T— 1o, ZHEFPHIE
MIEERS|E, oI Lo PB Q&EI’J*QE

v'Logstash: Logstash 2— 1 HRAVEHEIERS IZFERT R,
A LARERBHNENRBE RS, Web sl EMRIRRIRE

v'Kibana: Kibana E—&iEn]fi{b TE, B Elasticsearch

Ry, e TENNRE, BTEIEMGRENER, &
BN PERE I tEE

— e K
elasticsearch LOQStaSh Kibana
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Kibana HE 9 1RE

elastic Q Find apps, content, and more. Ex: Discover

Discover Options New Open Alerts Share Inspect

logs* v ® 0 QU cluster_block_exception [ x & v C Refresh

log.level: error

QU Search field names - 3,391 hits Field statistics BETA

Filter by type 0 v
\/ Selected fields 3 T H
i
1 18 19 2 21 22 23 4 1 8 3
] @timestamp : un 16, 2(
Jun 15, 2022 @ 17:00:00.000 - Jun 16, 2022 @ 17:24:57.284 (interval: Auto - 30 minutes)
k log.level
f mes<age = Columns ¢ 1field sorted 7 |
L @timestamp (© v log.level “~ message v
v Available fields 39 . Lo X i . i i
Jun 15, 2022 @ 22:43:87.584 error failed to publish events: 563 Service Unavailable: {"error"”:{"root_cause":[{"type":"cluster_block_exception", "reason”:"blocked by:
_id [SERVICE_UNAVAILABLE/2/no master];"}], "type”:"cluster_block_exception”, "reason":"blocked by: [SERVICE_UNAVAILABLE/2/no
master];"}, “status":503}
_index
Jun 15, 2022 @ 22:43:06.480 error failed to perform any bulk index operations: 503 Service Unavailable: {"error":{"root_cause":
X) score [{"type":"cluster_block_exception", "reason":"blocked by: [SERVICE_UNAVAILABLE/2/no
k agent.ephemeral_id master];"}], "type":"cluster_block_exception”, “reason”:"blocked by: [SERVICE_UNAVAILABLE/2/no master];"}, "status":503}
k agent.id 7 Jun 15, 2022 @ 22:42:26.861 error failed to publish events: temporary bulk send failure
k agent.name 4 Jun 15, 2022 @ 22:42:26.890 error failed to publish events: temporary bulk send failure
k agent.type Jun 15, 2022 @ 22:42:25.963 error failed to publish events: temporary bulk send failure
k agent.version 7 Jun 15, 2022 @ 22:42:25.568 error failed to publish events: temporary bulk send failure
k) data_stream.datasat Jun 15, 2022 @ 22:42:25.513 error failed to publish events: temporary bulk send failure
k data_stream.namespace
Jun 15, 2022 @ 22:42:25.452 error failed to publish events: temporary bulk send failure
k data_stream.type
Jun 15, 2022 @ 22:42:25.894 error failed to publish events: temporary bulk send failure
k ecs.version
Jun 15, 2022 @ 22:42:24.838 error failed to publish events: temporary bulk send failure
k elastic_agent.id
Jun 15, 2022 @ 22:42:24.523 error failed to publish events: temporary bulk send failure
@ elastic_agent.snapshot
Jun 15, 2022 @ 22:42:24.259 error failed to publish events: temporary bulk send failure
k elastic_agent.version
@ Add afield Rows per page: 100 1 2 3 45 >
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1B (Trace)

OIRERICREBMERERFTPRNESHEIEE, IR IEERSH
RERT/9, BHIERERI, IANRESIRIIRIR

Ofan, — " NREEIERBIBEKAIGEELIIZ N IRSS. 1BERA]
LURIIX MERIELEIRSS Z [E{&iE, !/\Hlﬁy‘h *_ua?ﬂsﬁ
TEKHE, UNEBEEENRSHELE T aiRER

Unique ID — {context}
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Span

OSpan (X7 — M EMBTIEERTE, Hal— NREARRE—
NBIE, TEBERSS, —RBERATE— Trace, i

Trace REBEAZA™ Span BRY o __

SpanID | ParentID | Name | Timestamp | Duration | Result | ...

m o s o o EE EE N EE N S N N O N N M N M M M B Em

O—4 Span BEE23LAMER:
v—" Span ID, ME—FRIFIXA™ Span
v— Trace ID, HE—FRIRIXMBERELE
—RER, FRIATIXA Span (T
v — P FHEEEIF I — SRS [E)

v BRSNS |BEIE M Span, FER T —FPRFE

N

A

RKRE

TS MEBOREY, BUTESETXAMREEE

https://opentelemetry.io/docs/concepts/signals/traces/

— o - - -
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ORgFEAIE— MELWYINL, AT 7 —IRWHDERE,
BRRR— Trace, EFEZT7E1 Span

= 55— Span FJRER AP REWYER, BFRrER "Rk
W¥E" |, BEXNTEEHFEAR ID. WHERER ID FHER

» 57 Span AJBERRIRRFANEEF, BIFREUEE "OEE
F , BEXNTsEEEEMm ID. ERHEZFER

» 5= Span FIALR(IFKIRIE, IRFERIALR" (I, REXT
BEEIETENEE. (A& R

= 5004 Span TACEEIENERE, RERTTRE "EREE"

BEXTREEEEHMIICR ID. BFNFERFER
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(alert) FITEE

(ticket)

OHZE (log) . #8%x (metric) FliBER (trace) BYTHEILAHE

1’Exe§éﬁ”” SHTTHIE, ARG TR

(]
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OFZE (alert) FILER (tlcket) N EEF XL TEHIEFENFR

SRR, RERARTIETI
(HBEZIFEN(ER

AlRFIRERIERVETE, 1R
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=2 (Alert)

ORERFHIERINGS, SRFALIMESFKIVER, EEI25E
AEEWR, ERIEE0E RIEI M AIRERIB)L

ORI IE— MELIEYIMuL, Bl TRl LAAE N —EEH
MW= R G ERErR, Hlal, 05 CPU ERZREY 80%,
EE N AT AR 2 7P, FAtAZHR

| A~ Search by ID, title, or affected resource ’ Status == Active X Severity == Low, Medium, High < Time == Last month < T Add filter
D Severity ' Alert title Ty Affected resource T Activity start time (UTC+2) Ty MITRE ATT&CK® tactics
[:] High 0 Detected Petya ransomware indicators | Sample alert (e Sample-VM 12/15/20, 3:54 PM ®  Execution

D High © Detected suspicious file cleanup commands ~ Sample alert B sample-vMm 12/15/20, 3:54 PM ‘™ Defense Evasion
|:| High © Dpigital currency mining container detected  Sample alert %% Sample-Kubern...  12/15/20, 3:54 PM ®  Execution

D High © rotential sqQL Injection  Sample alert Sample-DB 12/15/20, 3:54 PM

D High 0 Phishing content hosted on Azure Webapps Sample alert ® Sample-App 12/15/20, 3:54 PM 4". Collection

|:| Medium © suspicious PHP execution detected ~ Sample alert K3 sample-vMm 12/15/20, 3:54 PM ®  Execution

D - Medium © uUser accessed high volume of Key Vaults Sample alert (D sample-kKV 12/15/20, 3:54 PM
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18R Azure 1B SN

Dashboard > Event Grid Topics > mytopic0130 | Alerts

Create alert rule X
Rules management
€9 Whenever the total dead lettered events is greater than 10 count $0.00
Total $0.00

0 In an alert rule with multiple conditions, you can only select one value per dimension within each condition.

Action group

Send notifications or invoke actions when the alert rule triggers, by selecting or creating a new action group. Learn more

Action group name Contains actions

Alert Alert ID’ Alert type7 Alert title’ Alert Email when deadletter count is greater than 10 1 Email Azure Resource Manager Role ©
{olantI8 time, Severity, Component, etc. Seect action group

Alert rule details

Provide details on your alert rule so that you can identify and manage it later.

Alert rule name * (O | Alert when deadletter counter goes above 10 v
Description Specify the alert rule description
Severity * @ ’ Sev3 v ‘
Enable alert rule upon creation
4 »

Create alert rule

72
https://learn.microsoft.com/en-us/azure/event-grid/set-alerts



https://learn.microsoft.com/en-us/azure/event-grid/set-alerts
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1

1

(Ticket)

Ehp2itie

Gq cident ID | Disk firmware update disabled disk cache j
Resolved | Service: Storage | # of impacted requests: ~100,000
Critical Datacenter: DC #4 | # of impacted accounts: ~10,000
Summary

Writing to a big data storage platform experienced high failure counts.

Diagnosis

Firmware upgrade to a game drive service inadvertently disabled write cache. At
the beginning, there was no direct impact on the service because the number of
machines getting into bad state was small and the system was built to tolerate
such instances. However, as more and more machines were getting upgraded, the
overall latency of the service stack was slowly accumulating and at some point got
tipped. It took quite some time to detect the incident which unfortunately deterio-

rated into a critical issue.

Google Cloud Incident Reports: https://status.cloud.google.com/summary

ORREEGAPHERISKRHEHIRSIERAICR, 5B
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https://status.cloud.google.com/summary

Google Cloud

OOVertex Al Gemini API customers experienced increased error
rates when accessing the global endpoint.

OFrom 2026-02-27 04:37 to 2026-02-27 06:35

DATE

© 8Mar2026

TIME

22:25 PDT

DESCRIPTION

Incident Report

Summary

On Friday, 27 February 2026 at 04:37 US/Pacific, customers using Vertex Al Gemini API models experienced increased error rates. Impacted services included
Google Cloud Support, Agent Assist, Vertex Gemini APl and Dialogflow CX in US regions and the global endpoint. The issue persisted for a duration of 1 hour and
58 minutes.

This is not the level of quality and reliability we strive to offer you, and we have taken immediate steps to improve the platform’s performance and availability.
Root Cause

This incident was caused by a configuration change to a safety filtering service that supports all Gemini models. For some specific requests, this created code
paths that eventually led to service disruptions and capacity loss for the safety filtering service. Consequently, customers encountered overload (429 and 503)
errors for their queries, with some users reporting elevated error rates for specific models in US regions.

Remediation and Prevention

Google engineers were alerted to the issue via our automated monitoring system on Friday, 27 February 2026 04:54 US/Pacific and immediately started an
investigation.

Engineers identified the faulty configuration change and initiated a rollback to restore the previous stable configuration. Engineers also added more capacity to
the service to stabilize it. Full service restoration was confirmed by 06:35 US/Pacific as the rollback propagated and servers became healthy.

Google is committed to preventing a repeat of this issue and is taking the following actions:

¢ Reinforcing rollout processes to include mandatory validation checkpoints.
¢ Improving alerting systems to monitor critical dependencies more closely.

## Detailed Description of Impact
On Friday, 27 February 2026 between 04:37 and 06:35 US/Pacific, customers accessing Vertex Gemini APIs may have experienced the following:

¢ Affected Models: All Vertex Al Gemini APl models were affected, including gemini-2.5-flash, gemini-2.5-flash-lite, gemini-2.5-pro, gemini-3.0-flash-preview,
gemini-3.0-pro-preview, gemini-2.0-flash, gemini-2.0-flash-lite.
¢ Error Experience:
o PayGo Customers: Experienced primarily 429 Resource Exhausted errors.
o Provisioned Throughput (PT) Customers: Received 503 Service Unavailable errors.
o For PT customers, most errors stopped at 06:00. For PayGo customers, most errors stopped at 06:20. 7 5
¢ Geographic Scope: Global endpoint, us-central1, us-east4, and other US regions were impacted.
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