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CD-ROM
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Volume of data/information created, captured, copied, and consumed worldwide from
2010 to 2020, with forecasts from 2021 to 2025 (in zettabytes)
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IDC; Seagate:; Statista estimates Worldwide; 2010 to 2020
© Statista 2022

17ZB = 1024 EB = 10242 PB = 10243 TB = 1024* GB

https://www.statista.com/statistics/871513/worldwide-data-created/
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WeChat Facebook YouTube
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Parameter
Capacity

Average access time
Density

Average life span
Price

Weight

Physical volume

1956

3.75 MB

~ 600 msec

200 bits/sq. inch

~ 2000 hours/MTBF
$9,200/MB

910 Kg

1.9 m3

2016

10 TB

2.5-10 ms

1.3 TB sq. inch

~ 22,500 hours/MTBF
$0.032/GB

62 g

34 cm?
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Fhat=ss

=FHgiRB! (Storage Model) E—fhHiAiTTEH
iR EHEELSER AR SIRE

BFEALRE S EREHE S RGFEB/ B P smBIMFLAF TR E

B URENERE

A

\
‘ BiEiEiETF%& (DAS, Direct Attached Storage)
{

‘ PILEEIET=NE (NAS, Network Attached Storage)
|

‘ 1FhgX1ikPI4E (SAN, Storage Area Network)

/‘/ rEdL

(Cloud Storage)
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Latency: The King of Storage
Performance Metrics
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BT NERANESER (SSD) BRIRELRE

Platters

Spindle

R/W Head

NAND Flash

Actuator Arm
Memory

Actuator Axis

Controller
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Hard Disk Drive (HDD) Solid State Drive (SSD)
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Azure Blob
* . Storage RDS
Amazon S3 Azure SQL
e Google Cloud Storage e bioud 5L
={Ffi# (Cloud Storage) =#EE (Cloud Database) 3>
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O%gE (Performance)
 EBTIREF T EE BT R ORI 4R

Opkd (Cost)
» FEIZEMAAIRA, RERREEEEZEI S

O8¢5 (Fault tolerance)
IR REEE RS LA MIRS
O3 @ (Scalability)
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COAmazon S3 (Simple Storage Service)

» EIREANINSFEIRSS, 11 1RIEUHERFAME (99.999999999%)
» RERAETZR, IFEnEHEE, REs

Off8 = OSS (Object Storage Service)
» ERThizinEadiss, 5 CON FRESMK
» HFER/ABTANE. BUEBO T EISETIEE

O%/3= OBS (Object-Based Storage)
- EB KiBEFME, XIFE ALSUHENE

O0Google Cloud Storage
= Z71Z(E25] (Standard/Nearline/Coldline/Archive), 1&&#HSE
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HE (Key)

XRAYEFR, NEITUTF-8RISRIKE
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NSREAMEE, MEE. AERE,
TCEHELAE(ERT (Key-Value) # L2
OBS (Object Storage Service) &2
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& (Data)
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Huawei 9% XN R FERRSS OBS: https://www.huaweicloud.com/product/obs.html
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O DAS #1 SAN ETFR{FfE (Block-level) 58!
»  FUEROEIAEEAR/NIR, EPMREE—RRR
- (RREEERERR, ERETEESMRRERIIME
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178 (Consensus)

Da'filn\l‘njggﬂgzﬂé)‘(

= SLRARA LA RMEIAN . — PSR F AR REREME,
A E— AT BB E P — MRHAYER R —E?

O HYBIETE
= B (Validity): REREMNELUBRE. INR—NHIER
ESTEMEv, BBA—EBEMNHERLE T v
= —5%E (Uniform Agreement): ;SBM N IEHEIHE (BB
“SEERHNETE) TLUREARINE
= TR (Integrity): BNMNARERZSREERE—ME
= 221 (Termination): FTEHESRZEPSRE—IER
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Paxos B & @

)

Paxos HiZAFEEI REMEBESH—HSHIVITRN
ZIASEMIIR, =817 Paxos HIRFHRZEL Acceptors
RERP—MENRIER, HLHER T

Paxos EB&EH 12z, MISUEEAHELRR ST ~EE XS
IWRIF L BRiRES AT hRE A —

OPaxos (el 1Ry (abortable consensus)

» ¥ FimfF Paxos I&H—MERY, EBE— 1 RFHIFRIRBNIR
M, BBARNHIVERIEERAN. EFinsBXE5—% Paxos
BiARH(E

Lamport, Leslie. "The Part-Time Parliament* ACM Trans. Comput. Syst., 1998.
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Paxos EiARYRIX

OF&3$2iY (Concurrent proposals): — & Z NEFaleERT
R—H—ME

OBHE (Validity): FrikBYEVIERNEYEZ—

OZ £ (Majority rule): —HE Paxos X% #{ Acceptors @&
Hep—MEWRNE, &EFEERILR

O%F2EMLE (Asynchronous network) : MR ZEAATFZAIFIFEHY,
HE A REEERHETIER

C{S1EEE (Fail-stop faults): EFGEATeHIENE, EAERFESED
1. ERESEICEZIINRE, URRASHZER

OEEEE (Unicasts): B EERXTRM., RETEAIUURFAEERS
1#%5%l Paxos RSZE85

O2% (Announcement): —HiARILR, AILULRFFE AXRIE




Paxos =i

OPaxos EX. T =MHEE&

vVigIE (proposer) : RBHEFIHERILARITIC
vVIEEE (acceptor) : HHTIRZEINC/EHREILIRIARK
vVEZEIE (learner) : FIBIAMAIREER

m ] gl

B

EE2FS
fRIIT LA IR TR
}RiIX& (proposer) &Z#&E (acceptor) $3)% (learner)
Zm —ERiTiCHIR R RS
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Paxos Eﬁll::ll

OPaxos EX T =MAEE
ViIgINE (proposer) : IRHBFIHRERIEAFKINIS

vViEZE (acceptor) : HITIRETIC/BuREILRIARL

vE23E (learner) : FICIARKHNESE

OPaxos TR0 LUEKIEZ NN AR, HEEREAE
OPaxos TRAIEZ /D acceptor TRAEZERZEL (Eban 2/3)

OPaxos T B iiE!

SAH, BRET RSO RE

O0—X Paxos I&{T5EAk— 1R
ORIk R, HIRGER, AP auzimApEMILR

OEZAMEMER,

WNREEFTHIT—IR Paxos 1=17
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Paxos &Ex

Prepare 5
Proposer —;

Acceptor )

Proposer & EiRE (3EH client fY value)
o /&1X Prepare ID 522#) (8kFi&) Acceptor
o ID T£2 Proposer dilff— (Afj8&L + Proposer ID)
v RIEHEES Proposer KEREFME—HY ID
<+ Proposer 1.1, 3,5, 7
<+ Proposer 2: 2,4, 6, 8

o WERINIE(E, (ERFRARY ID

50



Paxos &Ex

Prepare 5
Proposer —;

Acceptor )

Promise 5

Acceptor EIWZEIFEZ Prepare ID

o FlrREE:
v 2 -> 2% (8F&[e
v & > BEERESE
a5 Promise ID JEE (?)

= Acceptor Promise T%A ID, HEfthga/\ak
S Promise

tH

A

=89 ID 5

f GBI 1D

A& fail JEHE)

’Jtl.’. ID E/NHIIESE,




Paxos &Ex

Prepare 5 Accept-Request 5, ‘sse316’
Proposer ,

Qlecsptor

Promise 5

Proposer Al A%
# Acceptors =

252 RN

Proposer YZZIRYKZZ4 Promise [B
o &1X Accept-Request ID, value 75544 (BFFE)

Acceptors

o value BYERTLUMERIE (7)

ID FSRRE " HEANHRERITS

S RENID

cRES"

va I ue Z%Eﬁgggzﬁzﬁﬂ/\m P‘]‘ﬁ'
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Value i =555

in=
R
SIS
aRiFB=
Leader 15&&s
Sha=F:
BCETE
FSAIE

Paxos EREMA
MR AR BIRRE
IR A B BT
JEZPRES
1R leader
ETEEENEHA
SRR AN

SERERFIE

value 214
commit(file v1)
latest(file)=v2A

owner(lock)=NodeA
leader=NodeB
log[10]=put(x,1)
config={A,B,C,D}
commit(T100) 8% abort(T100)




Paxos &Ex

Prepare 5 Accept-Request 5, ‘sse316’
Proposer ,
Acceptor )

Promise 5 Accept 5, ‘sse316’ N\
Hith Proposers

B aJgE=R Learner
Acceptor Yizz]] Accept-Request ID, value

o Fl¥rEAFEEZRSLE ID
v B -> ZB% (5k[a1E fail i[HE)
v 7“ -> A& Accept ID, value 7 %&1X%5 Proposer
L‘,L&Fﬁﬁ% Learner

G A Acceptor T%%TE/ND value k==t a7
HIFIARHIZ value, MIA—ER 1D __]"-\bA-r‘r
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Paxos &Ex

Prepare 5 Accept-Request 5, ‘sse316’
Proposer ,

Acceptor )

Promise 5 Accept 5, ‘sse316’

Proposer B& Learner U4z Accept ID, value 58

INER— Proposer 5(#& Learner A& ID EMAZEIES,
B IFNEEIAKIER value (AR ID)
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Prepare 4
Proposer2 —;

Qlecsptor
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Prepare 4
Proposer2 —;
Acceptor )

IR,
&9 4<5

Acceptor #ZUZI#EZ Prepare ID2
o FIKT A G ZRELL 1D2
vV 2 -> Bl
v & -> BEERESLELL ID2 B/ YIRS

a5 Promise ID jE& (?)




Paxos &Ex

Prepare 4 Prepare 6
Proposer2 —;

Acceptor )

NS
&9 4<5

Acceptor #ZUZI#EZ Prepare ID2
@) #:!“7_': EKE( n_,\lﬂgﬂit IDZ
v B -> ZB%
v 7‘.:? -> FiEiE ZESELILL 1D2 E/NUIREE

1S Promise ID jE& (?)




Paxos &%

Prepare 4 Prepare 6
Proposer2 —;

Acceptor )

AHiEZSs, Promise 6, accepted 5, ‘sse316’
&9 4<5

Acceptor ZWEIfRZ Prepare ID2
o HlWrRAFIRREELL 1D2
v B -> 7Z8%
v |7§ -> AEBESEL 1D2 S/\HiESE

\\ V4
15

]
=

1{2%,—?':_ E', ¥> L 52 value
v 2 >EaE Promlse ID2, accepted ID, value JHR




Paxos &Ex

Prepare 4 Prepare 6
Proposer2 —;

Acceptor )

AHiEZSs, Promise 6, accepted 5, ‘sse316’

&9 4<5

Proposer YZZIRYKZ %) Promise

o &% Accept-Request ID, value 5% (8kFi)

A

Acceptors
o value FYERLUERIE (?)

S9AEA 1D

60



Paxos &Ex

Prepare 4 Prepare 6 Accept-Request 6, ‘sse316’
Proposer2 —; , ,

/,'
/
/
’
/
’
’
/
/
!/
/
/
’
’
/7
’r

Acceptor )

&9 4<5

A#4555F, Promise 6, accepted 5, ‘sse316’  Accept 6, ‘sse316’

Proposer INZIRIKZ2{ Promise [BISIHEA ID

o &1X Accept-Request ID, value #5224 (8Fi1

=)

Acceptors

o 7liff Promise BEHERBZEZZHAY value
v & -> N&XHT ID2 FRiZi¥ value
V& -> EEESHR value
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Paxos A9 UEB

OPhase 1a: Proposer (PREPARE)

A proposer initiates a PREPARE message, picking a unique,
ever-incrementing value.

ID = cnt++;
send PREPARE(ID)

COPhase 1b: Acceptor (PROMISE)
An acceptor receives a PREPARE(ID) message:

if (ID <= max_id)
do not respond (or respond with a "fail" message)
else
max_id = ID // save highest ID seen so far
if (proposal accepted == true) // a proposal already accepted?
respond: PROMISE(ID, accepted ID, accepted VALUE)
else
respond: PROMISE(ID)
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Paxos A9 UEB

OPhase 2a: Proposer (PROPOSE)

The proposer now checks to see if it can use its proposal or if
it has to use the highest-numbered one it received from
among all responses:

did I receive PROMISE responses from a majority of acceptors?
if yes

do any responses contain accepted values (from other
proposals)?

if yes

val = accepted VALUE // value from PROMISE message
with the highest accepted ID

if no
val = VALUE // we can use our proposed value
send PROPOSE(ID, val) to at least a majority of acceptors
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Paxos A9 UEB

OPhase 2b: Acceptor (ACCEPT)

Each acceptor receives a PROPOSE(ID, VALUE) message from a
proposer. If the ID is the highest number it has processed then
accept the ﬁroposal and propagate the value to the proposer
and to all the learners.

if (ID »>= max_id) // the ID the largest seen so far?
proposal accepted = true // accepted a proposal
accepted ID = ID // save the accepted proposal number
accepted VALUE = VALUE // save the accepted proposal data

respond: ACCEPTED(ID, VALUE) to the proposer and all
learners

else
do not respond (or respond with a "fail" message)

64



Paxos

(=]

Ft

i&3L )

Time

Proposerl

Proposer2

Acceptorl

Acceptor2

Acceptor3

JOooe
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Paxos &AL

Prepare 5
Proposerl
Promise 5

The message reception could be in a different order long latency...

Time
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Prepare 5

Time

m

\

AN
PromlseS\ \

N e
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Paxos &AL

Time

© Prepare 5 Accept-Request 5, ‘sse316’
Proposerl \\d\
@ Prepare Promise TIit ID, MEkL,

KNZZ#% acceptor (2/3)

IDE/NH ID BASHIRR

Promise 5

VNN

Acceptor2 -
@ Promise 5

NI
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Paxos &AL

Time

Q Prepare 5 Accept-Request 5, ‘sse316’
Proposerl
\\4\ K48 acceptor (2/3)
Prepare Promise Tt ID, MIELILE

ProposerZ ;2 -
\ Wm@m@msf oy

Acceptorl
Promise 5 \ignore

Promise > ignore \ \
Promise 4
but will not make it through...
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Paxos &% - &5

©Prepare 5 Accept-Request 5, ‘cat’ Prepare 7
Proposerl \

Prepare 6 Accept-Request 6, ‘dog’ prapare 8

N )

Time

Acceptorl : :
Promis€ >, | b g ignore\  Promise 7 ignore Promise
Promise 5 promise 6 18Nore  Promise 7  ignore Promise 8
@ [F—IXPaxosizfTHHY |
JUTRERATRER S [ei

b

IR EFSEMEIE exponential backoff 5, Hse
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Paxos EALTRR
OfftEa:

- iR REBED

 RSERFHPRIIERMY: Paxos BEBERIEEIER. EXK.
E (BT IRERSHIE—IEAREE

“20HY Acceptor IERE TF, WLBEIARFEIR
S,

(B R B I
fi)
- BOHRIEE: SFSEMEEREE (2 Raft, Zab) HIREKIR
BATFf

RS

« S0 [RIAHY Paxos ELAMELAIEARFNIEFASCIN

« iRENJEEME: TEIRE Leader NIEM T, 21 Proposer =S 0] HE
SXIRBIREWNES

« HEE: MBI RIBEEFHEREXTIRA

 IEERERE: AMETETRAEEIREEER 71




M Paxos %l Raft: IiRELEAY EH

> d

OPaxos B TIEFEIZ
= Paxos E/AIEICIERE, {BIRMEIRAEFISCIN
= Google Chubby FU{EEEH: "HR FRE—FMHLRMY, #E Paxos”

CORaft AYESE (2014)
= Diego Ongaro i&it Raft BRI ERIR: aliEEHE
» BHIASHEN: MEERE + HEESH + T2t
» 2T eted. Consul, TiKV &X%

OifERER:
= https://raft.github.io/ BJ#l{L;E= Raft Hix



https://raft.github.io/

SE TSR



GoogleS=BFEHFHIMIEBR

Typical first year for a new cluster:

~0.5 overheating (power down most machines in <5 mins, ~1-2 days to recover)
~1 PDU failure (~500-1000 machines suddenly disappear, ~6 hours to come back)
~1 rack-move (plenty of warning, ~600-1000 machines powered down, ~6 hours)
~1 network rewiring (rolling ~56% of machines down over 2-day span)

~20 rack failures (40-80 machines instantly disappear, 1-6 hours to get back)

~5 racks go wonky (40-80 machines see 50% packetloss)

~8 network maintenances (4 might cause ~30-minute random connectivity losses)
~12 router reloads (takes out DNS and external vips for a couple minutes)

~3 router failures (have to immediately pull traffic for an hour)

~dozens of minor 30-second blips for dns

~1000 individual machine failures

~thousands of hard drive failures

slow disks, bad memory, misconfigured machines, flaky machines, etc.

Long distance links: wild dogs, sharks, dead horses, drunken hunters, etc.
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BEMZ 15

B1ERE | 78S (Reed-Solomon Codes, RSC) &
FTHREVHEETS, EFENREEEPFERENA:

v FERE (BEET. XE. DVD. FEBEE)
v ToaEiEE (BEF. RUREESE)

v DEBEE

v EEEHIREsE, W ADSL, xDSL &

v




RSC &£#4

Data ——»

Source

Noise/Errors

|

Communications
Reed-Solomon J Channel or ) Reed-Solomon Data
encoder storage decoder Output
device

v RSC Jﬁﬁ%% (Reed-Solomon encoder) #Ei#f—ih

=

v SRR TR TR IR (AT

=V

FrAINERI MY TR AL

i, CD LRIKIR)

v RSC 27828 (Reed-Solomon decoder) &-IE&EA

R,

1

E2Figix, RISRRETE
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RSC &%

OReed-Solomon 8NN RS(n, k) with s bit symbols

OERE

v'RSC fmidgsizlll k 1> data symbols, &4 symbol 1

5 s ™ bits

v 770 parity symbols, 3®E1<E 9 n BY symbol codeword

H
A~

e

\
k 2f

DATA PARITY

v'RSC fi#rS=sAJ2H1E codeword FigZ t 4> symbol 35i%
(errors, (VERAN) , EF 2t <n-—k

v iEIBFTRAIE 735 codeword HHY parity symbols (&%

B ¢ oA T

FEZAYEIR, BEEESHIET]

v RSC &K codeword <A n =25 -1
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RSC I+

A=

RS(255,223) with 8 bit symbols

codeword 818 255 4> word bytes, HA

223 /™ bytes g data, HzR 32 > bytes /3 parity

L
v

I_l

E’J sym
vV B

21

n =255k =223,s =8
2t = 32,t = 16

=221}

= 2ZHY

EEnJIEEIE 16

symbol errors

St 16 1~ bit errors, 3l&EEARE

bol, A1

& 16
- 16X8 ™ bit errors

E 16X 1 ™ bit errors

symbol B9 bit £587, &



RSC f##f5

Reed Solomon AEERISAIIFER, BJLAZHIE
vt MEIR (error) : AXIEREIR symbol BYIE
v 2t MEBR (erasure) : FEFEIR symbol RIS

XJ codeword #ERERY, B=F0JgE

1. &2e+1r <2t, B e Nerror, r {erasure, NRTTLL
RS RIGEEE

2. FRBERRIETEZRERIGEYE, FhtiTi<eA

3. RN ERIME/RMREEI0T, LSS nTREARIE, MaEEiR
SRS UERIS A S — 1 a1% codeword, FRAREIHEIRGS

LAE 3 #EREEAEEVRTERAY Reed-Solomon 3,

error Z2{2L1K error 9 fIER.




RSC 13

SERRPEAER, REGEMER k]

FTfAY data symbol

(CRERBER n 1 symbol) , BIeIREERAENE
LLRS(6,4) 795, {2 4 N IEFBRY data symbol BNa]kxEEE

IS Kl k3 EX EN EN
B K k1 EX EN EN

A Bl e B cBdoRd

A B 2 - X - BN - K
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{{5F8 Reed-Solomon BAULRET, FEABEEL

ERE S EIRAY

R, BEEIn{KT><EFH Reed-Solomon fBAYFEIR A EMER

#F R FiZiTaY Bit Error Ratio (BER) 5 1072, BJ

B 10° fbits, &=ZH 14 bit HisE

v AIEIIB ARSI SRHYTIERSCH, BY,

v £ Reed-Solomon (B EfERIMZY5EE8) LI

/” SB.§ }j (ERZEMEREE A STEsLABIRAYTIZRSCI BER
Hix, BTS20 power #RJ9 coding gain

==
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VERE N

Eeefn, FhETEN_E

v'RS(6, 4) BIFMEFFEEN

OFZE 4 NMeiEsbE
vEE _NEUESD, FETE_E

v'R5(14, 10)

HIFETTEE /98

v'RS(104, 100) NFEFEN_ E
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v B ERAYEEIEEEY

OEfS-FrZ5| )3

v E— parity symbol (—t 2t ) FBEET k 4 data
symbol 1+ &8 4wi5
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D%'X.Jr_ﬁ%ﬁ]\

v B ER AR ISERY

OEE-AZ | 18S
vEZIER MREHRE, RFEZIXEMENAY data symbol
v ISR IS
o BT MZEMTFEIEEX k 1> data symbol
o EF k /) data symbol {kEEfE symbol
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D%'X.JItI%{ﬁ

v B E—NERRHHE

OEfS-FrZ5 | )3

v EFEN data symbol FpgEd

v EBHTFTERY parity symbol
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vIEFE

OER - A J
v IHB&FEMN data symbol &

HIPRED

SIENEE;

v EBHTFTERY parity symbol
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RSC s3]

RSC #i=[RI#: https://www.diva-
portal. orq/smash/qet/dlvaz 1455935/FULLTEXTO1.pdf

RSC &AL
https://github.com/tomerfiliba/reedsolomon
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