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1. ZIHENA
Cloud Computing Intro

2. ARSI EREEEY
Cloud Service and
Deployment Models

3. NIt E
Cloud Distributed Computing

4. T BEEIEHO
Cloud Data Center

5 ZRAGEIREN
Cloud Data Communication

6. EMERA

Virtualization

7. MEEBS AR
Load Migration

8. REREBEFA
Lightweight Virtualization

9. MZEBMERAR

Network Virtualization

10. REEX—1])
Software-defined Everything
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1. MARSS 5 EREIENARSS
Microservices and FaaS

12. ZIRE
Cloud Native

13. izfiE
Cloud Storage

14. ZR]SEMS AT RAM
Cloud Reliability & Availability

15. ZRAERETH
Cloud Intelligent IT Operations

16. BIFM AL

Resource Usage Optimization

17. RIS ZE
Cloud Privacy & Security

18. BUREAIOTIEE

Data Center Energy Save
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Web 1 DB APP Web 2 DB APP
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Hypervisor Hypervisor
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Storage

‘VMHVM‘ vm ‘VM‘

VXLAN Tunnel

L2 gateway

VSwitch ]
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MAC tBr

OigR EANBERIEEE & GEE ChIE?

OMACHEIE (BRANAa)izEiBilE, Media Access Control Address)
= ARV AHIEY, wELAT7uHEIZzRDs, 90 “00:0A:95:B1:2C:EB”
» §1EEOR (NIC) BE— 1 EIEEE—R MAC bt
- igEBEIEMNEEER, TEEEIRERE (_mwg Layer 2)
= ZNLAKMNFD Wi-Fi w ot

MACHbIL: aa-aa-aa-aa-aa-aa

JBmac: aa-aa-aa-aa-aa-aa o
Bt=mac: bb-bb-bb-bb-bb-bb | U=

\

R TR —N 2B frame,
#T:k*lmuJ: MAC it e
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TCP/IP &8 — UEsERS

TCP/IP Model

Application

Transport

Internet

Protocols and
Services

.............................

HTTP, HTTPS, FTP,
DHCP, PNG

.............................

Ethernet, Wi-Fi

.............................

OSI| Model

Application 7

Presentation 6

Session 5

Transport 4
Network 3
1
)
Datalink : 2
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Physical 1
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MAC tBr
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< SYSU-SECURE

Forget This Network

Auto-Join

Username

Password

Low Data Mode

Low Data Mode helps reduce your

iPhone data usage

over your mobile network or specific Wi-Fi networks you

select. When Low Data Mode is turned on, au
h as Photos syncing,

updates and background tasks, suc
are paused.

Private Wi-Fi Address

tomatic

Wi-Fi Address 2E:61 9C:BB:|:|
Wi-Fi networks and devices can track other nearby Wi-Fi
devices by their Wi-Fi address, even on secure networks.

A fixed private address reduces cross
by using a unique Wi-Fi address on

Limit IP Address Tracking

-network tracking
this network.

«

Limit IP address tracking by hiding your IP address from

known trackers in Mail and Safari.

IPv4 Address



PREELAK I (IEEE 802.3)

|IEEE 802.3 Ethernet Frame Format

P >
: Ethernet Header (14 byte) :
| < > |
| I
| 46 to 1500 |
| 7 byte 1 byte 6 byte 6 byte 2 byte byte 4 byte |

g Frame

p bl £ tart Destination Source Lenath Dat Check

reambile rame Address Address eng ata Sequence
Delimiter (CRC)
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AZHAF, Switch

OgetkiE MAC HEUIFRERER, R/ERE A EUREI

MACiiht

¥Emac: aa-aa-aa-aa-aa-aa
B#smac: bb-bb-bb-bb-bb-bb

MACiEhE
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CC-CC-CC-CC-CC-CC

ca-cQa-aga-aa-aa-aa
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MAC-D
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EQ m RO u te r MACHEfE: AAAA MACHEfE: BBBB
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IP Bk

g HERUITALE, WESHLESMIZAE N RS —%

REENe?

IP #B4E (Internet Protocol Address)
» BEXMIMY B TFIRRME R EMIEAITRRET, FHRERH
= §FE IPv4 1 IPv6 (iR |Pv4 it =S a5 RAYAIRR)

» AIEESOED (FENRE), ALEhEHSES, a0 DHCP Y
- RFEHRMNEEHEL, TIEEMNSEE (SBEML%, Layer 3)

FMl—1 32 (VRIS (IPv4), A0
110000001010100000000000000000011
PRI ERD, FREE
11000000.10101000.00000000.000000011

R Pkt
192.168.0.1

27



TCP/IP 128! - MEBE (=F)

Protocols and
TCP/IP Model Services OSI| Model

.............................

Application 7

HTTP, HTTPS, FTP,

DHCP, PNG FIESEntation ¢ v EARMLEEIEEE
_ HORR ERATEE A
v R EIR{ERE IS
F2EF0 Layer 3 AHEH 5
Transport TCP, UDP Transport 4 v Layer 3 i&iﬂ: (;Z[I P i'li:_l,i.lt)
EEEMR, HAXRE
* FEAMEHOIRE
. v IRKIAETEECE, L
* WNEEXR (2IK)

Physical 1

Application

.............................

Internet IP, ARP, ICMP

Network

Ethernet, Wi-Fi

.............................
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FUEHERS ESLER RILEELER

A A
A B r B |
MAC: aa-aa-aa-aa-aa-aa  MAC: bb-bb-bb-bb-bb-bb | B0 A0E m
IP: 192.168.0.1 IP: 192.168.0.2
(EEUREMAYERL Ehn_E 1P
] ] Hiht, SRIEHIEE (packet)
| A

MAC: cc-cc-cc-cc-cc-cc MAC: dd-dd-dd-dd-dd-dd
IP: 192.168.0.3 IP: 192.168.0.4
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IPiihk: 192.168.0.1 IPiihit: 192.168.0.2
MACHEHE: AAAA MACHENE: BBBB
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MACHE: ABAB %

IPiptE: 192.168.1.254 | HEHE
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-+ Subnet

OELANLA 192.168.0.xxx FRsLAY,

onwx

MEEE—1TFM, HFREE
(Subnet Mask) 3CH)

: 192.168.0.1 & 255.255.255.0 = 192.168.0.0

192.168.0.2 & 255.255.255.0 = 192.168.0.0
192.168.1.1 & 255.255.255.0 = 192.168.1.0

0 192.168.1.2 & 255.255.255.0 = 192.168.1.0

A 1 B f£E—1FK
C #1 D ER—1FK

F041: 192.168.0.x

—— —————————————————————————————

______________________________

IPHht: 192.168.0.1 IPitihit: 192.168.0.2
MACitihit: AAAA MACitiit: BEBB
FPIREES: 255.255.255.0 FPIfEES: 255.255.255.0

A B
u
i

IPHhE: 192.168.0.254
MACiht: ABAB
IS : 255.255.255.0 F§

IPithhik: 192.168.1.254 t? fizzlss ol
MACitsfit: CDCD
FPaiERS: 255.255.255.0

g2
C D
IPithhik: 192.168.1.1 IPihhE: 192.168.1.2
MACitht: CCCC MACitsht: DDDD
FPafEEg: 255.255.255.0 FPafERg: 255.255.255.0

FM42: 192.168.1.x

- d



EAARSK Default Gateway

F0i1: 192.168.0.x

——————————————— ————————————————

\ ' IPHEhE: 192.168.0.1 IPHhRE: 192.168.0.2
OA 0faiF0E, BMRB2RHes? ACHIE: AAAA waCii: s
N = . FPUHEES: 255.255. 2550 FPUHEES: 255.255.255.0

|
|
|
I EANES: 192.168 EOARIX: 192.168.0.254
|
|

I

I

I

|

I

I

I

I

|

a :
I

A B I
I

XXX |
|

I

I

|

|

I

I

I

I

|

|

| s

| _xﬁﬂlﬂ
|

|

|

|

ax: BARXK!

IPHuLiE: 192.168
i MAcfﬂ_mt ABAB

OSRARIXAE A FEE CRINERE | w5
f—A 1P Hiht, LB REATR QZZZZZZI.‘ZZZJﬂIIIIIJ
FRIGIHSERT, A8 IP

IPHihit: 192.168.1.254 y HBEE
MACHiht: CDCD
FpiERg: 255.255.255.0

C D
IPithhik: 192.168.1.1 IPithhik: 192.168.1.2
E ﬁ%LE/ \fm % 1/ \g MACitilit: CCCC MACitilit: DDDD

ORS A K, A RBESIERE o

? /\ i i ?ﬁmﬂ 255.255.255.0 ?ﬁﬁﬁs 255.255.255.0
uu%ﬁ IP 3tEiFENE] | EmR: te21es124  BoA: 1921681254 |

FMd2: 192.168.1.x




3R Routing Table

OIE A E25 C &&0
O

B ottt
192.168.0.0
192.168.0.254
192.168.1.0

192.168.1.254

B 9tttk
192.168.0.0/24
192.168.0.254/32
192.168.1.0/24

192.168.1.254/32

L

iy
=X IEHAR!
FREE
255.255.255.0
255.255.255.255

255.255.255.0

255.255.255.255

Tk

a2, BEEALUTRLESES
sR S AKNE, WRIRIZHERIZ AN

T—ik i O
0
0
1
1
i 1
0
0
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IPill: 192.168.0.1 IPiblt: 192.168.0.2

MACHIE: AAAA MACH®EHf: BBBB
FiE§S: 255.255.255.0 FliEEs: 255.255.255.0
EGAFEX: 192.168.0.254 BARIX: 192.168.0.254

A
Yowveewyw
s 1119 B 3 ht =0
192.168.0.0/24 0
IPHEhE: 192.168.0.254
MACHhLE: ABAB 192.168.0.254/32 0
FFE: 255.255.255.0 %
n 192.168.1.0/24 1
192.168.1.254/32 | 1
IPlEhE: 192.168.1.254 R
MACil: CDCD
FI4IEES: 255.255.255.0

C D
Pk 192.168.1.1 IPiEhE: 192.168.1.2
MACiEIE: CCCC MACHENE: DDDD
FIIMES: 255.255.255.0 FIARES: 255.255.255.0

ENAPEX: 192.168.1.254 SNAPX: 192.168.1.254
36



ARP 173¥

O A AET IP bk, BUREEL

ISR AT MAC stk

3. ARP 1713 (HBIERE

thtihiY, Address

Resolution Protocol)!

OIPHEUFFIMACHBHIERIRS KR, ANEIRBEE—IK ARP EB1F3K

IP ithdit

192.168.0.2

MAC 3t

BBBB

—FHRIXNRETH, A ATHIE B Y IPiﬂJ,thXTF'E’J MAC

iﬂJth S B arpiaK, BWEIFR, &£F EESH MAC
Hohbee A fBRz, LACERFREEAS ARP &
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% I8 (router),
=

A (switch),

==Mgg, &7

~ P bk

“EME, EF MAC ik

BB AlD=E?

[Bi%M LAN (Local Area Network)
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O #&X &
» — NBEMA—NEE, FE (CB) IREHSEI BmER
= FIG0S 8% ARP &, HITIRS AWM
 BIRBHEESZH, 251K BXE

OZ 2 AIRERA
s REISERUS R RS iRE, FrERelas

Wy e = =
- HEWEEEESR
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..............
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-
-
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Broadcast
domain .

Broadcast 4
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REiABEEX VLAN

O BEEER (Virtual Local Area Network)

= B TMIIRBRZENSEIRD AZ MEZEEUNLG, BEH7
= 5" VLAN ZZE— 1 BRIRaYT HEla
= [@l— VLAN iy ges BistEEIES

= 5 VLAN BIEF2 0= EMas (B75@EET ACL, FHXiE
Zpe PRI E‘MFE@EU%&J ) B

B LATE— MR AR O vian 10
FigEAEAY VLAN O VLAN 20
O viLaN 30

)

525 VLAN RYSZHRHIAY Mac iSRRG :

VLAN# | MAC Address | Port 40



VLAN 1Rr5T $55Ek

Without VLANs

e ————————
= — ey
e,
~——
-
..
.~
-
-
~
-

-
-----
....
"
-
-’
o’
-

. ¥
.
..

Broadcast
domain .

gl LNy AL N v AT ESERREIERA
| CH VLAN

v' VLAN ZEEAFi
With VLANS v BRATT=Z2EFSFAE

.............
-~
.
L

............
......
""""""""
- - .
oooooo
-

omain

Broadcast 4 / e . i = W
packet /[
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VLAN Ijgexlo

ﬁ Routing function
Network layer / interconnects VLANs
I

192.168.1.0 192.168.2.0 192.168.3.0

o ———————————— - ———————————

Data link |ayer Engineering ' Marketing Sales
broadcast VLAN VLAN A VLAN V|
domains , ' : b : v |

Physical
layer
switch ports

Attached
nodes

g Floor 1 4

EMLEiZitA, VLAN # subnet BEE—XRAIXR
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VLAN vs. Subnet
VLAN  |Subnet

Difference It is used to divide Layer 2 It is used to divide Layer 3

networks. networks.
Users in different VLANs  Users on different subnets
can communicate with can communicate with each

each other after VLANIF  other as long as they have
interfaces are configured reachable routes.

for routing.

A maximum of 4094 can The total number of subnets
be divided, and the affects the maximum number
number of devices in a of devices in each subnet.

VLAN is not limited.

Relationship One or more subnets can One or more VLANSs can be
be configured in a VLAN. configured on a subnet.
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VLAN 98—/ Ihge

O R EUSSIRIE S MR
" R EMBAIIEIAR, BEEE. R, HiE..
 (BYIERBFULRAARZAK
- MEEEEE: BN, ITAK VAN RSB EREIFEX
- BESRM: BN VAN REAFRES MR, NEREER
- HIREPEES: TAHO VLAN SSEHIEENSSEEEA
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VLAN Tag

IEEE 802.1Q RLAKMITZI0 4 =158 VLAN #5&,
Rt ez R AW R aUNaETERY VLAN

Standard Ethernet frame

6 bytes 6 bytes 2 bytes 46-1500 bytes 4 bytes
Destination | Source Data FCS
address address Length/Type

VLAN-tagged frame
6 bytes 6 bytes 4 bytes 2bytes 46-1500 bytes 4 bytes

Length/
Type

Destination Source

Data FCS
address address

’

2 bytes 3 bits 1 bit 12 bits

A VID (12 bits) ¥lloARAT VLAN .



VLAN MHillmAI[AER

OEN MRS S SR IR NI PR
= [RSBEEIMLE, VM BIEELYR

SYIE

tNRET

SN

= —EigeEhY MAC IR, TTERFBEREEIKA VM

BRIREEHTEAIIEMACE

Switch#show mac-address-table dynamic
Mac Address Table

Vlian

10
10
11
11
1z
1z
1z
1z
12
13
13
Switchg

0001.c7ad.e3l¢
0002.42b7.1701
0001 .c7ad.e3l¢
0002.4ab7.1701
0001.c7ad.e3l¢
0002 .42b7.1701
000d.bd94.6b58
00&0.3e5c.bald
00e0.£934.e3c4
0001.c7ad.e3l¢
0002.42b7.1701

Type Ports

DYNAMIC Fa0/24
DYNAMIC Fa0/24
DYNAMIC Fa0/24
DYNAMIC Fa0/24
DYNAMIC Fa0/24
DYNAMIC Fa0/24
DYNAMIC Fa0/1
DYNAMIC Fald/

DYNAMIC Fal0/3
DYNAMIC Fa0/24
DYNAMIC Fa0/24
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VLAN MHillGRYa])RR

ORI &5Pm=SRETIBR S
* VLAN Tag R% 12 bits, 4094 NARREAI VID (2 MREE ID)
" WTFARBEMH RS AR, HPHEEAT VLAN 7
" (BH_EMLERR VLAN TTEHEME RS TEEENEK

802.1Q Taglfili:

By B e KR/
MAC MAC | . R HE  FCs

l

VLAN ID{512 bit, {XBEFERA096 MZEFERTT.

AEGHEP ORI ARE X T %8B
RO
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VLAN MHillGRYa])RR

OEWLERZCE =R
= (EFRN BN EITREIREIER/ NN EEREE
= 75 VLAN IEas iRl 5tk (SREESE
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VLAN ] VM &7
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SEEEEN Pttt

FlJamiRElig, VLAN
(ZEMLE) HPIEBRA
=Y W N

L
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VXLAN

OVXLAN 7N

Y e
Eivh

R E2—Fh VPN (Virtual Private Network)

= R IARVHIIE R ZS _E ENNREHAMZE
= 1@ VXLAN M8 VXLAN BRESCHL VXLAN MZREREIE
= R LASCINSEFRAVIE VXLAN MNEHIE

HiE T
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VXLAN
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VXLAN &7t

OVXLAN EBI=EMNRY R_ERNER
» XA MAC in UDP $3%& (encapsulation) SZE{fR = 2/%E

= BLAKIRIGEZ=TE IP IR 2 £, REiE IP f—HEdERE=
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Hypervisor I}EE (Tu nn el i n g) Hypervisor
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VXLAN BYHRSZHEE
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VxLAN £3EE
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VxLAN EZGEF/ORIN A

OEF /UK Spine-Leaf MEYIIEZEYY, &S VXLAN N
OSpine T RFVYTISHESE A, HEARITAER] VXLAN

Oleaf TRAERREN, Tk VXLAN FEEN R
OGEF ORI SEIIE VXLAN 7&E;
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VxLAN ERHEE: NVE

CONVE (Network Virtualization Edge, WZ&REHIAO%R)
» SCIIZREHACIDBERYSEIR, EREE(GAZHAT LI E]
 NVE E=EME LMETEREIANG, 2iz1T VXLAN BIIRH
= ENE R RERRR] VXLANRKIZE

PC1 a8 L3fitpe PC2

192.168.1.1/24 192.168.1.2/24

CH K

SW1 (NVE) SW2 (NVE)
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VxLAN EZXRHES: VTEP

OVTEP (VxLAN Tunnel Endpoints, VxLAN B&iEiR )
= VTEP {ifF NVE 71, F3F VxXLAN $RHIEISERrNfRET 5
= VXLAN R (HAME IP 3LED) &

« J& IP itButJ9iRim VTEP BY IP it
- BARY IP et 9B AR VTEP A9 IP sttt
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SW1 SW2
% VXLAN 8 %
VTEP VTEP
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o > >
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[REAEHEL JRIPHERE: 1.1.1.1 [RAAEENT
BARYIPHBLE: 2.2.2.2
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VXLAN EFRHES: VNI 5 BD

OVNI (VXLAN Network Identifier, VXLAN RI£E4RiH)
= K{UVLAN ID, AFX5DVXLAN, R[E VXLAN EEABE_EEIE
* —MHPAHAE—EE VNI, &E2FRE 16M fHF

OBD (Bridge Domain, ##id)

= SMUMEFM KA VLAN X3 #5818, £ VXLAN RZgh—4
BD tmR— KRR &5 (B LAY 1#EE)

= VNI LA 1:1 Zz(CBRES R 4%, BD, R— DB Re]—_Z81&

PC1 595 (3%% PC2
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LAKRImsk 1PSER #efr  LAKMIRSL 1PSKES  UDPLER : ) RIG IR ARk 1PSLER e

[RUBEHEDN VNI: 2000



VxLAN EZAHES: VAP

OVAP (Virtual Access Point, EHHEASR)
= SCI VXLAN BONPSS3EEAN
= VAP ERMECES TV
- “EFEOFEN: AlanfE SW1 gl __EF#EOXEx BD 10,
NXNFEO IS ERESIEANE] BD 10

« VLAN S8 BI07E SW2 EZE VLAN 10 573#%ts; BD
10 XEB£, MIFTE VLAN10 i9iRES#ENE BD 10
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\,3% ‘?g
192.168.1.1/24 o SW1 SW2 192.168.1.2/24
S B s — B X
#57EBD 10 HY 2

BD 10
AETEVLAN 10
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VXLAN EAXES: Edge 1 Border

OEdge
» VXLAN RIZRIASIENIRSE, ERMBEIRERLHAN VXLAN
OBorder
» VXLAN FEFISNBRISIE(SHIES, FITHNBTEIEA VXLAN
L& EE VXLAN REBRERIEINB
 — BB =EE R EEIRNREE (U Router, Firewall)

Border

VXLAN Y 2&

Edge Edge Border
T A A
_R i ®
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VXLAN EARHEE
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VxLAN EA#ES:: VBDIF (Interface)

OSUE G AVLANIFSEIA R #EigEE, VXLANS|IANTVBDIF
OVBDIFZOEVXLAN=EMX LEcE, BEETBDEIEN=F&EZzO

& VBDIFE AR SEM AR MER BT VXLANRZEES, M VXLAN
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VXLAN EXHES: o5 EPME
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il

N

A0

&M (Overlay network)

LI

D/a%lﬂéﬁ%L_L?_ BV NSRRI ERIREHARZS

OB EERIR TREMENSZAHNECE, SIE. BN
AR Julﬂé

OFERAZMIFEFIEZEMY, BEIIMEERESEZELUET
MITR RGN EEEE P, 0 VXLAN, NVGRE 0 GENEVE

) fe] Overlay network
A
fe=a Overlay device

L

| [T

A @ Underlay device
@ @ —— Overlay link
@ — - Underlay link

@ Underay network
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il

N

B
1E1d VXLAN 2Ry Overlay network
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Overlay network |

E VTEP 1
Site 2
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Transport
network
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Server

Underlay network
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EHIFABE = (Virtual Private Network)

O —MEFPEZRNEIUNSG, EEiE ES=EMIREFRIE

EJWX_J BD =

ORI LUGSER. SEFENESRS

O a] LM ST Ze RSB R IAN 43RS
R

HHSEE. IR LANBCE RS

~RIFEEPEEIR

J.TU\*A']%EE:

, MRENE

AP

CRYIP

74



REflFAB = (Virtual Private Cloud)

Virtual Private Cloud (VPC) (»)
g'é H UAW E I C LO U D Virtual Private Cloud (VPC) allows you to isolate online resources with virtual private networks. VPC enables your

HUAWEI cloud resources to securely communicate with each other, the internet, and on-premises networks.

C ) Virtual Private Cloud
AI i ba ba CI 0 u d A virtual private cloud service that provides an isolated cloud network to operate resources in a secure environment.

aWS Amazon Virtual Private Cloud (Amazon VP()

Define and launch AWS resources in a logically isolated virtual network

A AZU re Azure Virtual Network

Create your own private network infrastructure in the cloud.
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